In proceedings, 2nd World Conference on Integrated Design and Process Technology (IDPT) Austin, Texas, December 1-41996, as a keynote address to the track entitled �The Process Road from Requirements to System Architectures (and back)�THE ROLE OF INDEPENDENT V&V IN UPSTREAM SOFTWAREDEVELOPMENT PROCESSESSteve EasterbrookNASA/WVU Software Research LabNASA IV&V Facility, 100 University Drive, Fairmont, WV 26554steve@atlantis.ivv.nasa.govAbstractThis paper describes the role of Verification andValidation (V&V) during the requirements and high leveldesign processes, and in particular the role of IndependentV&V (IV&V). The job of IV&V during these phases is toensure that the requirements are complete, consistent andvalid, and to ensure that the high level design meets therequirements. This contrasts with the role of QualityAssurance (QA), which ensures that appropriate standardsand process models are defined and applied. This paperdescribes the current state of practice for IV&V,concentrating on the process model used in NASAprojects. We describe a case study, showing the processesby which problem reporting and tracking takes place, andhow IV&V feeds into decision making by the developmentteam. We then describe the problems faced inimplementing IV&V. We conclude that despite a welldefined process model, and tools to support it, IV&V isstill beset by communication and coordination problems.INTRODUCTIONSoftware errors can be very expensive. Earlier this year,a software error was responsible for the loss of theEuropean Space Agency�s Ariane 5, which was carrying apayload worth $500 million. The error was due, primarily,to a failure to ensure that new requirements (since Ariane4) were fully propagated to all parts of the design [1]. Anumber of opportunities to detect the error were missedduring the development process.Schulmeyer [2] uses the term defects to describe latenterrors that remain in the software after delivery. In thequest for zero-defect software, strategies are needed for costeffective error prevention, and error detection and removal.Most importantly, the earlier that errors are detected, thecheaper they are to correct. Boehm [3] showed that fixing arequirements error in the operations phase can be 100times more expensive than fixing it in the requirementsphase. The reasons are simple. Errors made in therequirements and high level design phases may affect manydifferent parts of the program. Therefore reliance on testingalone is not cost effective for these types of error. Inaddition, software that is exhaustively tested against itsrequirements can still have defects, if the requirementswere wrong in the first place.The job of ensuring high quality software is generallytermed software assurance. In practice, there are a numberof logically distinct activities that together cover theassurance role [4]. It is normal to distinguish betweenQuality Assurance (QA), Verification and Validation(V&V) and Integration and Test (I&T). QA provides anoverall check that the standards and procedures are definedand adhered to. Verification and Validation ensures that thesoftware will satisfy its functional, performance andquality1 requirements. I&T is responsible for thoroughtesting of the code, from unit testing, through integration,to acceptance testing by the customer. V&V should not beconfused with I&T. The role of V&V is to performanalyses throughout the development process, to detectproblems as early as possible, preferably before they showup in testing.The theme of this track of the conference is "TheProcess Road from Requirements to Systems Architectures[and back]". The road metaphor is a useful one to helpunderstand the differences between QA and IV&V. Theprocess road needs policing, to prevent problems such asspeeding (i.e. moving too fast through the requirementsand high level design phases), and driving unsafe vehicles(i.e. faulty or missing requirements, poor choice ofarchitecture, lack of traceability, etc.). The police are alsoneeded when accidents occur, helping to clear up the mess,and sometimes making recommendations for preventativeimprovements. This job is divided up as follows. QAensures that appropriate laws (�standards and procedures�)are applied, and checks for infringements of these laws.V&V�s job is to make sure that vehicles traveling on theroad are roadworthy, are heading in the right direction, andwill make it safely to their destinations.This paper concentrates on the role of V&V in earlydevelopment phases. We first define verification andvalidation, and explain the importance of independence.We then describe how IV&V is applied in NASA projects,and describe an example IV&V analysis activity. Theremainder of the paper describes some of the problems inensuring that IV&V is effective.ROLE OF IV&VThe terms Verification and Validation are commonlyused in software engineering to mean two different typesof analysis. The usual definitions are:Validation: Are we building the correct system?Verification: Are we building the system correctly?

1The NASA software assurance standard, NASA-STD-2201-93,distinguishes activities concerned with quality requirements (reliability,maintainability, and so on) from those concerned with functional andperformance requirements, calling the former software qualityengineering, and the latter V&V. For simplicity, we treat all suchactivities as V&V in this paper.

Early draftsof deliverables

Draftassessments

Requirements,Reviews, etc

Deliverables(docs, code, etc)

Developer& sub-contractorsCustomerProgramManagementSafety / QAgroup

Copies ofdeveloperdeliverables

Assessments(issues, risks, etc)

IV&V AgentFigure 1: The relationships between IV&V agent,developer and customer.In other words, validation is concerned with checking thatthe system will meet the customer’s actual needs, whileverification is concerned with whether the system is well-engineered. The distinction between the two terms islargely to do with the role of specifications. Validation isthe process of checking whether the specification capturesthe customer’s needs, while verification is the process ofchecking that the software meets the specification.Verification includes all the activities associated withthe producing high quality software: testing, inspection,design analysis, specification analysis, and so on. It is arelatively objective process, in that if the various productsand documents are expressed precisely enough, nosubjective judgments should be needed in order to verifysoftware. In contrast, validation can be an extremelysubjective process. It involves judgments of how well the(proposed) system addresses a real-world need. Validationincludes activities such as requirements modeling,prototyping and user evaluation.In a traditional phased software lifecycle, verification isoften taken to mean checking that the products of eachphase satisfy the requirements set in the previous phase.Validation is relegated to just the beginning and ending ofthe project: requirements analysis and acceptance testing.This view is common in many software engineeringtextbooks, and is misguided. It assumes that thecustomer’s needs can be captured completely at the start ofa project, and that those needs will not change while thesoftware is being developed. In practice, requirementschange throughout a project, partly in reaction to theproject itself: the development of new software makes newthings possible. Therefore both validation and verificationare needed throughout the lifecycle.For practical purposes, the distinction is not important.V&V is now regarded as a coherent discipline: ’’SoftwareV&V is a systems engineering discipline which evaluatesthe software in a systems context, relative to all systemelements of hardware, users, and other software" [5].IndependenceFor independent V&V, the customer hires a separatecontractor to analyze the products and process of thesoftware development contractor. This analysis isperformed in parallel with the development process,throughout the software lifecycle, and is additional to anyin-house V&V performed by the developer. IV&V isapplied in high-cost and safety-critical projects toovercome analysis bias and reduce development risk. Thecustomer relies on the IV&V contractor as an informed,unbiased advocate to assess the status of a project’sschedule, cost, and the viability of its product duringdevelopment:�[IV&V] is a process whereby the products of thesoftware development life cycle phases areindependently reviewed, verified, and validated by anorganization that is neither the developer nor theacquirer of the software. The IV&V agent should haveno stake in the success or failure of the software.� [4].IV&V employs many types of analysis, includinganalysis of requirements, design, code, performance,schedule, and cost, as well as testing.In practice, different degrees of independence arepossible. There are three dimensions along whichindependence of the IV&V agent can be measured:managerial, financial and technical [6]. Managerialindependence refers to the separation of responsibility forIV&V from the organization developing the software. Thisseparation should allow the IV&V agent to decide for itselfhow and where to focus its efforts. Financial independencerefers to control of the IV&V budget. If this budget isseparated from the development budget, it reduces the riskthat IV&V funding will be diverted or reduced to exertinfluence on the IV&V agent. Technical independencerefers to the fresh perspective gained from using personnelwho are not involved in the development effort, and whoseunderstanding of the software and its requirements is notinfluenced by the development team. Technicalindependence can also be increased by using different toolsand techniques than those used by the development team.As well as the degree of independence, the depth andcoverage of analysis performed by an IV&V agent mayvary depending on resources available, and the criticality ofthe software being developed.RelationshipsFigure 1 shows the relationships between customer,developer and IV&V agent in the ideal model for IV&V. Inweaker forms of IV&V, the IV&V agent might report tothe program management office within the customer(�modified IV&V�), or directly to the developmentcontractor (�internal IV&V�) [7].The tensions between the IV&V and developmentcontractors can affect their working relationship. The twocontractors have potentially conflicting goals: thedevelopment contractor’s goal is to produce the requiredsystem within cost and schedule constraints; the IV&Vcontractor’s goal is to identify errors and risks. These goalsare in conflict whenever problems identified by IV&Vhave cost or schedule implications. To prevent thisconflict causing problems, it is important that therelationship is based on mutual respect. For example, if

the developer regards the IV&V agent as an ally in theeffort to produce high-quality software, then the conflictcan be avoided. If they regard the IV&V agent as an enemyput there to find fault with their work, the conflictbecomes central to their relationship.THE PRESCRIBED PROCESSDuring the 1970�s and 1980�s, software came to play animportant role in enabling NASA�s development of largerand more complex spacecraft. Unfortunately, NASA�sculture of prototype and test did not carry over well to thesoftware domain [8]. A number of factors make softwaresignificantly different, and inherently less safe. Blum [9]lists: the complexity of software in relation to its size(software has no duplicated components), the lack of afabrication stage (software is purely a design), and chaoticbehavior (huge changes in behavior in response to minorchanges in input). In addition to these, software is seen asmore malleable than hardware: because of the lack of afabrication stage, most engineers believe that it is easier toalter software than hardware in response to changingrequirements.Although software was not implicated in the Challengeraccident in 1983, the subsequent inquiry offered a chanceto assess all aspects of NASA�s development processes.The Rogers commission identified a lack of independentoversight of development processes as a significant factorin the Challenger accident. There was no process fordealing with problems that arose in the engineeringprocesses, and in particular, a lack of independent riskassessment. Risks were accepted in the face of schedulepressures, while the role of separate safety panels wasreduced. Two subsequent NRC reports warned thatsoftware is under-represented in NASA�s safety programs,and that �many of the same mistakes that contributed tothe Challenger accident are now being repeated withrespect to software� [6]. These reports recommended thatNASA adopt software IV&V for shuttle and for all futuremanned missions. The adoption of IV&V was an attemptto redress the imbalance between safety and cost/schedulepressures, and to strengthen the oversight function.Value of IV&VThe main value of IV&V is the fresh perspective itoffers on questions of software safety and correctness. Likea doctor providing a second opinion on a life-threateningdiagnosis, IV&V provides a second opinion to counter-balance that of the developer. Questions about safety andrisk then become a dialogue rather than a monologue.The cost of IV&V is typically a few percent of theentire development cost, while the benefit is a signifi-cantly reduced risk of loss of life, loss of a spacecraft, orloss of a mission. For example, IV&V for space shuttlesoftware costs approximately $3.2 million per year. Thecost of each mission is around $700 million, and the costto replace a shuttle is estimated at $2 billion [6].As well as reducing risk, IV&V has other benefits [10].Errors are found earlier in the development process, andtherefore are cheaper to fix. While this does not implytesting should be any less rigorous, savings can be madebecause the requirements specifications used to drive thetesting process are clearer, and less effort may be neededfor error-removal and re-testing. The delivered softwareshould have fewer defects.There is strong pressure from within NASA to measurethe effectiveness of IV&V, in order to ensure value formoney from its contractors. Although the general benefitsof IV&V are known, there is no generally accepted meansof measuring the effectiveness of a specific IV&Vcontract. A small number of quantitative studies have beenconducted over the last decade [10]. These have focused onthe collection of metrics on the number and severity ofproblems identified, and have estimated the potential costof delayed detection of these problems. Such studies appearto have established that, in general, IV&V pays for itselfseveral times over because of early detection of problems.However, these studies were fraught with methodologicaldifficulties, and the benefits clearly depend to a very greatextent on how IV&V is implemented.The prescribed IV&V ProcessThe IV&V process adopted on recent NASA programs isconsistent with that described by Lewis [7]. Ideally, IV&Vbegins before the development contract is awarded,reviewing the contract itself, and the decisions made duringthe bidding process. It then performs analysis activitiesthroughout the devlopment process, producing regularbriefings for the customer. The normal mode of workingis to receive draft deliverables from the developer, performvarious kinds of analysis on them, and report the resultssimultaneously to the developer and the customer.The core of Lewis�s process model for IV&V is adescription of the activities to be performed at each phaseof the development process. Figure 2 illustrates theportion of this model pertaining to the requirements phase.Without going into too much detail, it can be seen thatthe model encompasses activities such as checking forcompleteness, consistency, and testability of therequirements, performing requirements traceabilityanalyses, evaluating the proposed developmentenvironment, assessing applicability of chosen standardsand guidelines, monitoring schedule, staffing and otherresource issues, and tracking issues and risks.Similar process models are defined for each phase of thetraditional software lifecycle. This set of process models isintended to be a complete account of all possible IV&Vactivities. Each individual project will then tailor theprocess by selecting those activities that are appropriatefor the level of criticality and available resources.CASE STUDYWe now describe an example IV&V activity. The IV&Vteam try to use methods and tools that are different from(but complimentary to) those applied by the developmentteam, in order to maximize their technical independence.The example we describe here involves the use of a formalmethod to analyze a section of an informal requirementsspecification. While formal methods are not yet in

Requirements Verification

Verify Ops,Funct, Perf, &Prog RqmtsPerform Assess.of CCHR & Trackw/ IV&V RqmtsMatrixEvaluatedPlanning Factors& DocumentationEvaluateEngineeringTradesParticipate in SDRIf Dem/ValPrototype isProduced, PerformThrough EvaluationAssess Stds &Guidelines to Be Used

On-GoingDevelopmentChanges

InputsComplete IV&VPlanEvaluate ProposedSW DevelopmentEnvironmentSelect & UseAppropriateMethods, Tools &TechniquesVerify SRSs forEach CSCI forCompleteness, Test-ability, Correctness,& ImplementabilityParticipate in SSR

Outputs

From AllVerificationActivitiesApprovedIV&V PlanSpecial SDE& MTT RptCCHRFunction ListIV&V RqmtsMatrixSDR TechRptIssueTrackingLogMonthly SWStatus RptSpecial Studyon PrototypeRqmtsVerificationRptChangeImpactAnalysisSSR TechRpt

To AffectedVerification Activities

Collect Program Data:¥Tech & Mgmt Perf¥Program Status¥Cost Tracking¥Risk Mgt Inc. Top 10¥MetricsCoordinate &EvaluateChangesVerify SS andConcentrate on CCHRFunction Rqmts forCompleteness, Con-sistency, TestabilityCorrectness, Feasibility,& UnderstandabilityEvaluateProposed Sys &SW ArchitectureEvaluate/VerifyAllocation of Rqmtsto AppropriateCSCIs & HWCIsEvaluate InterfaceRqmts

Figure 2: Lewis�s process model for IV&V in the Requirements Phase. Adapted from [7].widespread use in IV&V, the activity we describe shouldgive a good idea of the focus and scope of IV&Vrequirements analyses.Our example concerns the analysis of specifications onthe Space Station project. A Software RequirementsSpecification (SRS) is written by the relevantdevelopment contractor for each Computer SoftwareConfiguration Item (CSCI). These are written in naturallanguage, and follow the format of DOD-STD-2167A. TheIV&V contractor periodically receives copies of the SRSdocuments, in various stages of completion. These areanalyzed for technical integrity by the IV&V contractor, inorder to identify any requirements problems or risks. Thekind of analysis performed will vary according to the leveland the type of specification. If problems are identified, theIV&V contractor may recommend that either therequirements be rewritten, or the problem be trackedthrough subsequent phases.We focus here on the analysis of the Fault Detection,Isolation and Recovery (FDIR) requirements for the BusController, on the main 1553 communications bus on thespace station. The bus controller monitors forcommunication errors on the bus, and if it detects errors intwo consecutive processing frames, it may invoke anappropriate recovery response, depending on a number ofconditions. The requirements for this function werespecified in the SRS in English prose. An example :(2.16.3.b) While acting as the bus controller, theC&C MDM CSCI shall reset the current SPDchannel and pause the Bus FDIR logic on the SPD1553 channel for TBD (6-12 seconds) seconds (untilthe channel is back on-line) upon detection oftransaction errors of the selected messages to RTswhose 1553 FDIR is not inhbited in two consecutiveprocessing frames within 100 millisec of detection ofthe second transaction error if; the SPD Channel’sreset capability is not inhibited, the bus has not beenswitched in the major (10-second) frame, and either:¥1) the switch to the alternate bus is inhibited, or¥2) the bus has been switched in the last major frame.The IV&V team might examine a number of propertiesof these requirements, including:¥Clarity - are the requirements clear and unambiguous?¥Consistency - are they free from contradiction?¥Traceability - do these requirements trace properly tohigher level requirements, to the design, to test cases?¥Validity - do these requirements correctly describe theneeds for automated failure detection and recovery? Dothey accurately reflect the results of previous failuremode analyses performed on the bus architecture?¥Completeness - are all the failure modes and recoveryactions covered? Does each requirement give a completedescription of the conditions needed to decide whetherthe prescribed recovery action is the correct one?¥Testability - is there a way to verify whether theserequirements are met in the implementation?In this example, the requirements as stated were notclear, as the combinations of �ands� and �ors� in an Englishsentence were very hard to interpret correctly. The IV&Vanalysts therefore produced a logic table, to represent thecombination of conditions described in these requirements,and recommended to the development team that a similar

approach be adopted for all such requirements.Having produced a clearer representation, the IV&Vteam then proceeded to identify properties of thespecification that should hold if it is consistent andcomplete. A consistency property is that there should beno combination of conditions for which two differentfailure recovery actions are specified. A completenessproperty is that every possible combination of failureconditions should have some recovery action specified forit. These properties were tested by converting the tabularrepresentations into a formal model (in this case SCR[11]), and using a tool to test for these properties. Asignificant number of consistency errors were found: therewere combinations of conditions for which more than onerecovery action was specified. These were traced to aproblem with the ordering of the requirements. The correctfunctioning of the FDIR software depends on the testsdescribed in these requirements being carried out in theorder that the requirements are given. However, this is notstated explicitly. This finding confirmed an earlierinformal observation by the IV&V team.At this point the IV&V team would have gone on tocheck the validity of the requirements against a failuremodes and effects analysis of the bus architecture.However, at this point in the case study the IV&V teamfound out that this section of the requirements was beingsubstantially re-written. Hence they delayed furtheranalysis until the new version became available.This case study illustrates two interesting points aboutthe work of an IV&V agent. First, the IV&V analystsoften create their own representation (for example a formalmodel) of the developer�s specification. However, thesealternative representations are never given to thedevelopment team to use in place of the originalspecifications. This is to guard against the danger of theIV&V team being drawn into development work, andpossibly losing their independence on subsequent analysesof these components.Second, the IV&V team have their own discretion onhow much analysis to perform. For example, the analysisdoes not stop when the first error is encountered. If there isan obvious fix to the error, it makes sense for the IV&Vteam to assume this fix will be made, and proceed withother types of analysis. However, there is a point beyondwhich further analysis adds little extra value; for examplewhen major errors are encountered, or when, as in thiscase, a re-write is underway.DIFFICULTIES IN IV&VHaving described the basic IV&V process, and illustratedit with a case study, we now discuss some of thedifficulties faced by IV&V in carrying out their role. Ourcurrent research is investigating these problems, andseeking ways of overcoming them.The following difficulties are inherent in therelationships between the developer, customer and IV&Vagent. Some of these arise as a direct result of theconflicting goals of IV&V and developer; others are to dowith resource pressures and the need for timely results:•resource allocation - A complete, detailed analysisof the entire system is infeasible. Effort has to beallocated so as to maximize effectiveness. For example,a criticality and risk analysis might be performed todetermine which components need the most scrutiny.Timing is also a factor; effort needs to be allocated atthe right points in the development of a product (e.g. adocument), so that the product is mature enough to beanalyzed, but not so mature that it cannot be changed.•short timescales - To be most effective, IV&Vreports are needed as quickly as possible. There isalways a delay between the delivery of an interimproduct to the IV&V team, and the completion ofanalysis of that product. During this time, thedevelopment process continues. Hence, if IV&Vanalysis takes too long, the results might be availabletoo late to be useful. In general, the earlier an error isreported, the cheaper it is to correct, and the less reticentthe developer is to fix it.•lack of access - Contact between the developmentteam and the IV&V team is difficult to manage. TheIV&V team needs to maintain independence, whilstensuring they obtain enough information from thedevelopers to do their job. From the developers’ point ofview, interaction with the IV&V team represents a costoverhead, which can interfere with project deadlines.Inevitably, the IV&V contractor has less access to thedevelopment team than is ideal.•evolving products - Documentation from thedevelopment team is usually made available to theIV&V contractor in draft form, to facilitate earlyanalysis. The drawback is that documents may berevised while the IV&V team is analyzing them,making the results of the analysis irrelevant before it isfinished.•reporting the right problems - The IV&Vcontractor has, by necessity, considerable discretion overthe kinds of analysis to perform on different products,and which problems to report. It is vital to the effectiveuse of IV&V that the IV&V contractor prioritizes theproblems it identifies. If too many trivial problems arereported, this may swamp the communication channelswith the developer and the customer, and compromisethe credibility of the IV&V agent.•lack of voice - The IV&V contractor may havedifficulty in getting its message across, especially if thedevelopment contractor disputes IV&V’s assessment.Often, problems found by IV&V have cost and scheduleimplications, and in such circumstances the customermay be unwilling to listen. The effectiveness of IV&Vthen depends on having a credible advocate within thecustomer organization.We discuss some of these problems in more detail below.Coordination problemsIn order to investigate these problems further, wedeveloped a set of scenarios describing particular IV&Vactivities, and used these to explore where coordinationproblems occur. Easterbrook [12] describes these scenarios

draft specification

Spec library

NewdraftCarlAnalysis toolDR trackerDianedisposition

List of closed issues

updates modelno errorscloses DR #101

runs toolfixes errorsLL L L L L L L

makesmistakes

cant tracee r r o r s

section hasbeen re-written

makesmistakes

no timeavailable

e r r o r still there

new draftskeep coming

introducesother errors

creates formal model

runs toolerrors in model traceserrors

writes DR#101L

doesn’tunderstandthe problem

marks DR#101 as "corrected"

Figure 3. A possible scenario between an IV&V analyst (Carl) and a developer (Diane), annotated withpotential problemsin more detail. Here we present one of the scenarios, anddiscuss some of the problems it reveals.Figure 3 shows a relatively formal process by whichdiscrepancy reports originating from an IV&V analyst(�Carl�) are entered into a database to be tracked, and amember of the development team (�Diane�) isdispositioned to address the problem. In this case, the erroris detected through an analysis similar to the one wedescribed above for the case study.From Carl�s point of view, the process is as follows.Carl analyzes a section of the requirements document bygenerating a formal model of the section, and then runningthis through an automated consistency checking tool. Thetool reports an inconsistency, which Carl traces back to amistake in the original document. He writes a DiscrepancyReport (DR). Let us call this DR#101. Three monthslater, a new draft of the specification is released. Carlchecks to see which of his DRs have been addressed in thisnew draft. DR#101 is marked as having been worked on(by Diane), and is awaiting approval for closure. As theoriginator of the DR, Carl’s signature is required. Heupdates his tabular representation to reflect the new draft,runs the new version of the model through the tool again,and confirms that the problem is now fixed. He thereforesigns off the DR as closed.The DR tracking tool avoids many potentialcommunication problems, and ensures that closure isachieved for each reported problem. However, coordinationproblems can still occur.For example, Carl could make mistakes in thetranslation from the text to the table - it is hard to confirmthat the table is a faithful representation of the textualrequirements. Similarly, Carl might not be able to tracethe inconsistency back to the original requirements. Hewould then have great difficulty reporting the problem in aDR, unless he includes his tables, a description of thechecking process, and some evidence that the tables arefaithful to the original. This will make the DR rathercumbersome for a review panel to process.Diane might not understand the problem. She might notbe familiar with the tool that Carl uses. She might fail tocorrect the inconsistency, or might introduce moreinconsistencies in this section. Carl may have problemsupdating his tables, perhaps because Diane (or someoneelse) has reorganized the section.So, the error might still be there in the new draft. Worsestill, it might be corrected in the new draft, and thenreintroduced in subsequent versions, because some otherchange interferes with this one. Does this mean Carl hasto update the table and re-run his checks again every time achanged draft is released? The problem here is one ofrepresenting relationships between the DR, thespecification, and Carl�s model. Tools that supporttraceability and configuration management help here, butdo not guarantee that errors will not recur.The scenario illustrates how expensive it can be todevelop and maintain an alternative representation of anevolving specification. This may mean that this type ofanalysis gets delayed until the specification is relativelystable. This is undesirable.Informal interactionsThe process of tracking reported problems through atool such as the DR tracker above is standard practice onmost large projects. However, it is not the only meansavailable for reporting and fixing problems, and there aregood reasons why it will not be used for every problem.Consider an alternative scenario. Carl thinks there may bea mistake in the specification, but is not sure enough to

CustomerIV&VteamIV&Vteam leaderIV&V AgentProgramManagerdevelopmentmanagerIV&VmanagerQA manager

Safetyadvisory panelsenior mgnt

12345developmentteamdevelopmentteam leaderDeveloper

Figure 4: The confict resolution process.write a discrepancy report. So instead, he phones theauthor of the requirement in question (�Bob�) and discussesit. In discussing it, they both realize it is a problem, andBob says he can fix it immediately. Many minor problemsare fixed in this way, by informal interaction between anIV&V analyst and his counterpart on the developmentteam, without the overhead of writing discrepancy reports.Unfortunately, there is a risk in using this alternativeinformal communication channel. If a face to face meetingis not readily available, it may take some effort to get incontact with the relevant member of the developmentteam, during which time there is a danger that the problemmight be forgotten. Communication could also failbecause either Carl or Bob get transferred to anotherproject or task.The problem of other people making changes thatinterfere with this correction is even more acute here, asthere is no record of the error that Carl and Bob identified,nor what change was made to address it. Other people haveno visibility into the process that Carl and Bob wentthrough.The question of whether to formally track every singleerror discovered, no matter how minor, is a difficult one.As we have seen the tracking process removes some of thepotential communication problems, but by no means allof them. It can be an expensive process to dispositiondiscrepancy reports, follow up open issues, and ensure allare eventually signed off. It is possible to have severaldifferent issue tracking databases for a large project, withdifferent levels of formality (and therefore cost) associatedwith them. However, this can introduce further problemsin interactions between the different databases.Conflict ResolutionIn the scenarios above, we assumed that when Carldetects an error, the development team agree with hisassessment. However, this is not always the case. Thedevelopment team may disagree over whether a problemexists. Or they might agree that it exists, but refuse to fixit because of cost and schedule implications. Mostimportantly, it is possible that IV&V and developersdisagree on whether it represents a safety risk.A common reason for disagreements arising between thedeveloper and IV&V team is that the resources are notavailable to address an issue raised by IV&V. In thesecases, the IV&V team can act in the development team�sinterest, by taking the issues to higher levels ofmanagement, and pressing for more resources so that thedevelopment team can address the problem. The IV&Vteam may be more successful in securing the necessaryresources than the development team would be if therequest came directly from them.In all cases of disagreement, there is a process forresolving the issue. Most of the problems identified byIV&V analysts are resolved by direct communicationbetween the IV&V team and the development team. If theydo not agree on the assessment of a particular problem, theIV&V team have to decide whether it is important enoughto pursue further. If it is not, they still track it, to ensureit does not develop into a serious problem. If they dodecide to pursue it, they will raise it with increasinglyhigher levels of management within the development andcustomer organizations (see figure 4), until they aresatisfied that an appropriate response has been made, andthat the relevant managers are aware of the problem.Figure 4 shows a typical path that a controversial issuemight take. If the IV&V team and development teamcannot agree, then the IV&V team will alert theirmanager. If they decide the issue is important enough topursue, then the managers within the IV&V contractor anddevelopment contractor will discuss it. If there is still noagreement at this level, then the IV&V contractor willrequest that the IV&V manager on the customer side raiseit at the next Change Control Board (CCB) meeting. Atthis meeting, the IV&V team will present its case,describing the problem, the potential impacts, andrecommendations. The development team then presents itsview, including any steps they have taken to mitigate therisk. If the IV&V team are unhappy with the outcome,they can continue to pursue the issue at higher levels.Ultimately there are high level committees both inside andoutside of NASA, such as the Aerospace Safety AdvisoryPanel (ASAP) who can continue to pursue the issue.There are two main problems with this process. Thefirst of these is the time it takes to pursue the issuethrough the various levels of management. At each stagethere is a potential for delays of several months, whetherintentional or not. In such cases, it is important thatIV&V have a champion within the customer organizationwho can press for action to be taken as appropriate.The second problem is one of presentation. Often therisk arising from a problem identified by IV&V is detailedand technical in nature, while the counter-argument ispurely financial — it will cost money to mitigate the risk.Furthermore, higher levels of management may beunfamiliar with the technical details, especially whendealing with new technology. Within NASA, seniormanagement often have little or no experience of softwareengineering, in which case the presentation by IV&Vneeds to include a substantial amount of tutorial material.

CONCLUSIONSThis paper has examined the role of IV&V in thesoftware development process, concentrating especially onits role in requirements and design processes. IV&Vprovides an independent assessment of both developmentaland operational risk. It helps to identify safety, reliabilityand performance concerns early in the software lifecycle,and has generally been demonstrated to save money thoughearly identification of errors.The role of IV&V is complementary to that of QA.Where QA focuses on checking that appropriate standardsand process models are applied, IV&V focuses on thetechnical integrity of the software, through analysis ofspecifications, designs, code, and other documentation.Hence, IV&V will ensure that the requirements arecomplete, that a proposed system architecture will meetthe requirements, and that traceability is demonstratedamong requirements, designs and test cases.An interesting emergent property of the IV&V processis that the IV&V agent can play a role as a processimprovement agent, for a number of reasons. First, therecommendations made by IV&V in response to errorsoften address ways to prevent similar errors occurring inthe future. Second, the IV&V team have some flexibilityto apply new techniques and tools, especially where theseplug perceived gaps in the analysis performed by thedeveloper. If these new techniques and tools demonstratetheir value in identifying errors, the development teammay choose to adopt them themselves. Finally, thepresence of an IV&V contractor provides an incentive forthe developers to improve their own internal V&Vpractices, in order to catch errors before the IV&Vcontractor does.Within the process model described for IV&V, there arestill a number of problems. Some of these arise from theconstraints imposed on the IV&V process. For example,the IV&V team need to devote resources to analyzingdocuments as soon as they are released, withoutnecessarily knowing ahead of time what types of analysiswill be needed. Other problems are due to the inherentconflicts between the goals of the developer and the IV&Vcontractor. For example, the developer may be reluctant torelease draft documents to the IV&V team, for fear that theIV&V contractor will make them look bad by reportinglarge numbers of problems to the customer.Although IV&V has been generally shown to havestrong benefits, it is difficult to ensure that any particularIV&V effort will be effective. While an understanding ofthe processes involved is an important step, the biggestfactor determining the effectiveness of an IV&V contract isthe nature of the organizational relationship between thedeveloper, customer and IV&V agent. Although thedeveloper may be contractually obliged to work with theIV&V agent, this does not ensure a constructiverelationship. Nor does it ensure that the customer willlisten to the IV&V agent when the news is bad.Research agendaOur research to date has concentrated on observing theIV&V process, and identifying problem areas, as describedin this paper. We are now focusing on potential solutionsto the coordination problems illustrated by our scenarios.These problems are a result of the size of thedocumentation, and the fact that it continues to evolve.Tracing the effects of any small change to a specificationis especially difficult. Where the IV&V contractor createsalternative representations for the developer�sspecifications, it can be difficult to ensure the alternativerepresentations are faithful to the original. Furthermore,the models created by the IV&V team need to be updatedwhenever the documents on which they are based evolve.There is always a tension between the need to analyzedrafts of the specifications in order to detect errors as earlyas possible, and the volatile nature of these early drafts.We are also investigating the use of lightweight formalmethods for checking properties of partial specifications.The majority of work on formal methods assumes acommitment to the development of a complete andconsistent formal specification. In contrast, when we useformal methods in the IV&V process, we are interested indeveloping just enough of a formal model to test particularproperties. Problems here include the maintenance offidelity between formal and informal representations of thesame specification. Existing work on consistencychecking does not help here, it generally assumes thatconsistency checks are being applied within a well-definedmethod, rather than between methods [13]. We arecurrently pursuing techniques based on behaviouralanalysis of formal specifications using model checkers.ACKNOWLEDGMENTSThanks to Jack Callahan, Chuck Neppach, DanMcCaugherty, John Hinkle, and Gevony Laughlin for theirinput to this work, and to Edward Addy, George Saboloish,Butch Neal, and Frank Schneider for comments on earlierversions of this paper. This work is supported by NASAthrough cooperative agreement NCCW-0040.REFERENCES[1]J. L. Lions, ARIANE 5 Flight 501 Failure: Report by theEnquiry Board. European Space Agency, Paris 19 July1996.[2]G. G. Schulmeyer, The Move Towards Zero DefectSoftware. In Handbook of Software Quality Assurance,G. G. Schulmeyer and J. I. McManus, Eds., SecondEdition. New York: Van Nostrand Reinhold, 1992.[3]B. W. Boehm, Software Engineering Economics.Englewood Cliffs, NJ: Prentice-Hall, 1981.[4]NASA, Software Assurance Guidebook. NASA GoddardSpace Flight Center, Report SMAP-GB-A201, 1989.[5]D. R. Wallace and R. U. Fujii, Software Verification andValidation: Its Role in Computer Assurance and ItsRelationship with Software Project ManagementStandards. NIST Computer Systems Lab, Gaithersburg,MD, NIST Special Publication 500-165, 1989.

[6]N. G. Leveson, An Assessment of Space Shuttle FlightSoftware Development Processes. Washington DC:National Academy Press, 1993.[7]R. O. Lewis, Independent Verification and Validation: ALifecycle Engineering Process for Quality Software. J.Wiley & Sons, 1992.[8]R. W. Butler and G. B. Finelli, The Infeasibility ofExperimental Quantification of Life-Critical SoftwareReliability. ACM SIGSOFT 91 conference on Softwarefor Critical Systems, New Orleans, Dec 4-6 1991.[9]B. I. Blum, Software Engineering: A Holistic View. NewYork: Oxford University Press, 1992.[10]Jet Propulsion Lab, Cost-effectiveness of SoftwareIndependent Verification and Validation. NASA JPL,Pasadena, CA, NASA RTOP report 1985.[11]C. L. Heitmeyer, B. Labaw, and D. Kiskis, ConsistencyChecking of SCR-Style Requirements Specifications.Second IEEE Symposium on Requirements Engineering,York, UK, 1995.[12]S. Easterbrook and J. Callahan, Independent Validationof Specifications: A coordination headache.Proceedings, IEEE 5th Workshops on Enabling Techno-logies: Infrastructure for Collaborative Enterprises(WETICE�96), Stanford, CA, Jun 19-21 1996.[13]S. Easterbrook and J. Callahan, Formal Methods forV&V of partial specifications: An experience report.Proceedings, Third IEEE Symposium on RequirementsEngineering (RE�97), Annapolis, MD, 5-8 Jan, 1997.