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Abstract
The Jiggling architecture extendingTMR+Scrubbingis

shownto mitigateFPGAtransientandpermanentfaultsus-
ing low overhead. Mission operation is never interrupted.
Therepaircircuitry is sufficientlysmallthata pair couldmu-
tually repaireach other. A minimalevolutionaryalgorithmis
usedduring permanentfault self-repair. Reliability analysis
of the studiedcaseshowsthe systemhasa 0.99probability
of surviving17 timesthemeantimeto local permanentfault
arrival. Such a systemwouldbe0.99probableto survive100
yearswith onefault every6 years.

1 Intr oduction
Reconfigurablehardware devices such as Field Pro-

grammableGateArrays(FPGA)arebeingincreasinglyused
in spaceapplicationsbecausethey allow cheapandfastpro-
ductionof prototypesandfinal designsin low volume.Buggy
designscanbefixedpost-deployment,andthesamehardware
usedto performvarioustasks– somepossiblyunforeseen–
over thedurationof a mission.Theuseof CommercialOff-
The-Shelf(COTS) componentssuchasFPGAsis becoming
common-placein spaceapplicationsandotherindustries.

SRAM basedFPGAsdeployedin spacearesusceptibleto
radiationhazards,mostcommonly[14, 3, 10] SingleEvent
Upsets(SEU)notcausingpermanentdamage.Totaldoseex-
posuremay causecatastrophicdamage[10]. The above re-
searchdoesnot focuson localpermanentdamage(LPD).

LPD hasnot beencommonlyobservedin radiationtested
FPGAs,but thereareseveral reasonswhy it shouldnot be
ignored. Casesof SingleEventLatch-up,which may cause
LPD by inducing high currentdensity, have beenreported
[9]. SomeSEUscannotbemitigatedwithouta full chip reset
whichmaynotbepossiblefor amission-criticalmodule,thus
manifestingthemselvesas LPD. Radiationtestingon earth
is not 100% faithful to spaceconditionsand doesnot last
aslong asa mission. In fact, no FPGA hasbeentestedfor
more than 15 years,while NASA plans100 year missions
for deepspaceexploration.Long device usagecouldleadto
LPD throughelectromigrationor otheragingeffects. Other
dormantfaultsmayonly manifestthemselvesa considerable
timeafterdeployment.It wouldbeunwiseengineeringto as-
sumethat LPD to FPGA cells would not occurduring long
spacemissionsexposedto extremeenvironmentalconditions
andradiation. Spacemissionsarenot the only deployments
that canbenefitfrom strategiesdealingwith LPD, although
they are particularly needyof autonomousonboardrepair
sincecommunicationwith earthis low bandwidthandhigh
latency. Radiationand aging effects are also encountered
at sea-level andmay be a problemfor inaccessiblesystems
wherecomponentreplacementis not feasable.

Triple Module Redundancy (TMR) is currently widely

usedto mitigate faults and are consideredto have “saved”
several spacemissions.A TMR systemhasthreecopiesof
a moduleandusesa voting systemon their outputsso that
the final output is an agreementbetweenat leasttwo mod-
ules. A TMR/Simplex defaultsto a singlemoduleonceone
modulefails, therebyincreasingreliability. TMR+Scrubbing
[3, 10] providesfault toleranceasaboveandwipesoutSEUs
in FPGAconfigurationdataby regularreprogramming.Con-
figurationreadback[3] is ableto locateconfigurationerrors
andfix themby partial reconfiguration.Theseschemesare
only asgoodasa TMR systemin thepresenceof permanent
faults and rely on a golden(unbreakable)memoryto store
configurationdata. Latcheduserdatain sequentialdesigns
canbeprotectedwith staterecoveryschemes[15].

Lach et al. [4] proposeda tile basedapproachfor re-
configuringan FPGA designto avoid LPD. This approach
tolerateslimited faults per tile, requiresa goldenmemory
holdingprecompiledconfigurationsanda goldenfault loca-
tion mechanism.The repairmechanismrequirestiles to be
off-line duringreconfiguration,which mayrule out repairof
mission-criticalmodules. A similar approach[16] likewise
requiresa set of goldenpre-compiledconfigurationsand a
goldenfault diagnosissystemhostedon anextraFPGA.The
Roving STARS [1] approachproposesa self-testingcolumn
androw to shift itself acrossthe FPGA. Fault detectionla-
tency is of around4000cycles,and it requiresconstantre-
configurationof theFPGAandis thereforea constantpower
drain.It reliesonagoldenmicro-processorto performtiming
analysis,fault location,placeandroute,andmorethan420K
of goldenmemoryfor storageof designsandfaults. A final
costis thatthesystemclock is stoppedregularly.

Embryonics[7] is a biologically inspiredapproachwith
an architecturerequiringlarge amountsof overheadinclud-
ing goldencopiesof chip configuration.Zebulum et al. [17]
haveusedaGeneticAlgorithm (GA) to repairanalogdesigns
on a Field ProgrammableTransistorArray. They provide re-
sultsfor arestrictedfaultsetandassumeagolden‘SABLES’
systemcomposedof a DSP, memoryfor a full population,
anda fitnessevaluationmechanismin somecasesrequiring
ahealthycopy of thecircuit beingrepaired.[11, 13, 6] apply
GAs to repairFPGAdesignsassuminga goldenGA module
with a full populationandfitnessevaluationmechanism.

Most FPGALPD mitigationtechniquesmentionedsofar
suffer from the Repairing the Repairer dilemma in which
a new singlepoint of failure assumedunbreakableis intro-
ducedin themitigationmechanism.This is especiallyawk-
ward whenthe mitigation mechanismassumedunbreakable
is larger than the breakablesystemitself. A repair mod-
ule small andsimpleenoughto be itself repaired,would of-
fer an obvious advantage. This paperwill describesucha
low overheadfault mitigation mechanismsufficiently small



thata pair couldmutuallyrepair each other, thusrelying on
no goldensinglepoint of failure. Section2 will introduce
theTMR+LazyScrubbing+Jigglingarchitecturefor transient
andpermanentfaultmitigation,section3 will lay out a relia-
bility analysisandsection4 will providesomeconclusions.

2 TMR + Lazy Scrubbing + Jiggling
The proposedmechanismextends TMR + Scrubbing.

TMR providesfault tolerancekeepingthe systemon-line at
all timesandalsovotesout SEUsaffectinguserdata. ‘Lazy
Scrubbing’mitigatesSEUsto configurationdata,and ‘Jig-
gling’ repairsLPD by usingthe two healthymodulesto re-
pair thefaulty one. Oncea Jiggling repairis completethree
healthymodulesareagainavailable(Fig.4).Permanentfaults
canberepaireduntil spareresourcesareexhausted.

After
�
2.1, the paperdealsentirely with permanentfault

mitigation of combinationalcircuits through Jiggling, se-
quentialonesareleft for futurework.

2.1 Transient SEUMitigation thr oughLazy Scrubbing

TraditionalScrubbingreconfiguresa wholeTMR system
on an FPGA regularly from an external memory. To re-
ducepower consumption:a modulewill only be reconfig-
ured when its output is different to the other two. Instead
of requiringagoldenmemoryholdingmoduleconfiguration,
theconfigurationis readfrom all threemodulesandamajor-
ity vote is taken of this data(taking offsetsinto account)to
reconfigurethefaulty module.Lazy Scrubbingrequiresless
power, overheadandsinglepoint of failuresthantraditional
Scrubbing.LazyScrubbingcannotbeusedafterthefirst Jig-
gling repair. Jigglingwill still recover from SEUsin FPGA
configuration,althoughwith ahigherlatency.

2.2 Jiggling Ar chitectureOverview

Fig. 1 shows the simplest
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Fig. 1: Jiggling: TMR + min-
imal GA for repair.

setup of a Jiggling system
with three copiesof module1

and a repair modulecon-
taining the voter and a mini-
mal implementationof a GA.
TMR canbe appliedat many
levels. Basedon experiments
to date,

1
shouldbe undera

thousandgateequivalentsto make the repairprocessfeasi-
ble. OneGA circuit could servicemany TMR systems,all
residingon asingleFPGA.

A moduleis consideredto have LPD if it fails to repair
afterLazy Scrubbing.At this point,Jigglingis initiated.Jig-
gling usesthe remainingfunctional modulesas a template
of desiredbehaviour to guidea (1+1) EvolutionaryStrategy
(ES)[8] – theminimal expressionof a GA – towardsa func-
tional configurationwhich avoids or exploits the faulty ele-
ment.Thesystemis kepton-lineduringthisrepairprocessby
thetwo healthymodulesdriving themajorityvoter. Sparere-
sourcesareallocatedin eachmodule.Mutationsinsertedby
theGA aresinglebit flips in theFPGAconfigurationstream
of thefaultymodule.

Given that permanentfaults in FPGAsare not very fre-
quent(indeedcompletelyignoredby Xilinx [5]) wecantrade
overheadandthe knowledgecontainedthereinfor time and

allow blind variation and selectionfind the knowledgere-
quiredto completetherepair.

Section 2.3 will describe the Jiggling mechanismin
greaterdetail andsection2.4 will cover its hardwareimple-
mentation. Section2.5 will describethe simulatorusedto
collectrepairtimestatisticswhile section2.6will presentthe
probabilitymodelusedfor availability analysis.
2.3 Specification

2.3.1 Evolutionary Algorithm usedduring Repair

A (1+1)EShasoneelite individual andonemutatedversion
of it. If the mutant is equalor superiorit will replacethe
elite. Otherwise,anothermutantis generated.This strategy
hasbeenappliedsuccessfullyto hardwareevolution [12] and
hasbeenconsidered[2] to beaneffectivestrategy for explor-
ing fitnesslandscapeswith high neutrality, suchasthoseof
digital circuits. It wasmainly chosenherefor its simplicity
andallowanceof asmallhardwareimplementation.

Theremaynot bea singlemutationrestoringhealthybe-
haviour to adamagedmodule,soanexhaustivesearchwould
blindly iterate over all 243 configurations,where 5 is their
length.This is not practicalevenfor thesmallcircuit tackled
in this work where 5 =1058. A (1+1) ES is a hill-climbing
randomwalk within configurationspacemoving to a fitter
(see

�
2.3.3)or equivalentconfigurationat eachstep.This is

not guaranteedto find a solution in time. But facedwith a
stochasticfault source,no systemis capableof guaranteeing
survival. Theprobabilityof survival for a Jigglingsystemis
studiedin

�
3.

A (1+1) ES is brittle in the presenceof noisebecauseif
a badmutantgetsa lucky high fitnessit could replacea su-
perior elite which would then be lost. Noise is presentin
the evaluationof circuits on an FPGA when they are not
constrainedto be combinational.Sequentialcircuits behave
differentlyunderchangesin input patternorderingandgate
delayswhich may vary with environmentalconditions. To
discourageevolution from discardinga goodelite, a History
Window methodis used: the last 6 acceptedmutationsare
storedso that if the currentelite’s fitnessis lower than the
previousone’s,all 6 mutationsarereverted.By rolling back
afterencounteringindividualswith noisyfitness,evolution is
discouragedfrom exploringareasof thefitnesslandscapeen-
codingsequentialcircuits. If 7 is the probability of a lucky
high noisy evaluation,then the probability a sequentialcir-
cuit hasbeenlucky 6 timesvariesas798 . Thus,thelarger 6
is, thehigherthechancethatthecircuit revertedto is stable.

2.3.2 Reconfiguration: HardwareNatureof Mutations

Mutationsaresinglebit flips in the configurationstreamof
thefaulty module

1;:
. Modulesarealwaysallocated2=< ad-

dressesof configurablelogicblocks(CLB) sothattheaddress
of amutatedblockcanbesimplyarandomlygenerated> bit
number. If a circuit only requiresa fraction of theseCLBs,
the restareallocatedasspareresourcesfor repair. A muta-
tion may affect any part of the CLB suchasa Look-up Ta-
ble (LUT) or therouting.Easeof partialself-reconfiguration
androbustnessto randomconfigurationbit flips make some
FPGAarchitecturesmoresuitablethanothers.
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Fig. 2: Jigglers containing voters and a minimal GA are able
to service multiple systems including other Jigglers.
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Fig. 3: Possible Jiggler GA implementation showing data flow
directed by the Control FSM as in the algorithm in ¶ 2.4.1.

2.3.3 FitnessEvaluation

Sincenormalcircuit operationis not interruptedduring re-
pair of

1 :
, circuit fitnessevaluationis doneon thefly using

theinputsbeingappliedduringnormalmissionoperation.A
score·�¸O¹ is collectedfor eachoutput º undereveryinputvec-
tor » until all vectorshave beenencountered.If output º of1;:

waseverincorrectundertheapplicationof » , then ·�¸R¹ = ¼ ;
otherwise·½¸R¹ = ¾ . Output is consideredincorrectif different
to thecorrespondingoutputat thevoter. Fitnessscorefor the
currentconfigurationis simplythesumof scores.Thisfitness
scorewill guideevolution towardsconfigurationswhosebe-
haviour is increasinglysimilar to thehealthymodules’.

2.3.4 Repairing the Repairer

Sincethe repairmoduleis small, it would be feasibleto be
repairedwith the samestrategy, oncethis methodhasbeen
adaptedto sequentialcircuits. Eachrepairmodulecouldbe
itself tripled asin Fig.2andrepairedby anotherrepairmod-
ule. Bothrepairmoduleswouldthenbein chargeof repairing
multiplesystems.

2.4 Hardware Implementation

2.4.1 Jiggling Repair Cycle

The(1+1) ESwith History Window control loop for repair-
ing faulty module

1¿:
is describedbelow in pseudocode.ÀÂÁ

and ÀÄÃ areregistersholding thecurrentandpreviousfitness
values.Å is a bitwisestorageholding ·�¸O¹ scores.
1. Setregister ÆÈÇÊÉÌË .
2. Evaluate Elite: collect Á�Í"Î scoresinto Ï until all input vectors have been
encountered.If all scoresare1 thenstoprepairprocess.
3. Countnumberof 1sin Ï andstoreit in the Æ4Ð register.
4. If Æ ÐÒÑ Æ�Ç revert all mutationsin historyshift register Ó�ÔÄÕ andgo to step1.
5. Shift thevalueof Æ4Ð up into Æ Ç .
6. Insertnew randommutation Ö in ×ÙØ .
7. EvaluateMutant: collectscoresasin step2. If all scoresare1 thenstoprepair.
8. Countnumberof 1sin Ï andstoreit in the Æ4Ð register.
9. If Æ ÐÒÑ Æ�Ç revert mutation Ö .
10. Elseshift thevalueof Æ4Ð up into Æ Ç andpush Ö onto Ó�Ô Õ .
11. Go to step2.

Control logic canbe implementedasa Finite StateMa-
chine(FSM) with eight states.If an incorrectconfiguration
getsa lucky full score,repairwill be resumedassoonasits
behaviour is differentfrom thevoter.

2.4.2 Structur e

Figure3 shows a possiblehardwareimplementationfor the
Jiggler. Thevoterprovidessystemfault tolerantoutput Ú as
the majority of the moduleoutputs Ú Ë=Û ÚÝÜ Û ÚßÞ . It also pro-
vides faulty moduleindex à andoutput Ú : to the minimal
GA. A shift registerchain áÊâ Æ of sizetwo will hold À Á andÀÄÃ . A Countermodulewill sumvectorscoresfrom Å intoÀÂÁ . A Comparatorwill checkif ÀÒÁäãåÀÝÃ . A shift register
chain áæâ 8 of size 6 will storethe mutationhistory win-
dow with the addressesof the last 6 mutatedconfiguration
streambits. A RandomNumberGenerator(RNG) will gen-
eratetherandommutationaddressç . A reconfigurationunit
will flip the configurationstreamat a particularaddressand
initiate the partial reconfigurationprocedure. Its operation
will dependon thereconfigurationmechanismof theFPGA
architecturechosen.
2.4.3 OverheadAnalysis

Givenacircuit hasè inputsand é outputs,weneed2ÈêæëíìO¾ßîéðï bits storagefor Å and 2Ìëñè bits for áÊâ Æ . If thethead-
dressoffsetof aconfigurationbit within amodulerequiresò
bits,weneed6óëíò bitsstoragefor áæâ 8 . Thecontrolmod-
ulecanbeimplementedasan8 stateFSM andmight require
3 latchesand10 four-input LUTs. The ò bit RNG couldbe
implementedasa linear feedbackshift registerwith roughlyòÙôõ¾�ö LUTs and ò latches. The reconfigurationmodule’s
sizewould dependon theFPGAarchitectureandcouldvary
between3 and30 LUTs andsomelatches.For this analysis
it is assumedit requires15 LUTs and15 latches.Thevoter
couldbeimplementedin roughly é LUTs. GivenaCLB off-
setaddresswithin amoduleneeds> bitsweneedé÷ëÌ> bits
for thereconfigurablemoduleoutputaddresses.

If è =5, é =10, 6 =8, > =5, ò =11 theoverheadis 352+10
+88+50=500 storage bits plus roughly 10+1+15+10=36
LUTs and3+11+15=29latches.

�
2.3.4describesa scheme

for mitigatingfaultsin this logic.
For larger circuits, the sizeof Å will dominatethe sum

becauseit growsexponentiallywith thenumberof inputs. It
shouldbenotedthat Å will usuallybesmallerthana whole
extra moduleand one Jiggler unit is capapbleof servicing
multiplesubsystemsthusreducingoverheadpersubsystem.

2.5 Simulated Jiggling

The Jiggling methodwas evaluatedby collecting repair
timestatisticsfrom asimulatedmodel.
2.5.1 FPGA model

VariousFPGA architectures,someof which have beende-
ployedin spacemissions,canbesimplifiedto amodelwhere
eachCLB holdsoneLUT andoneD-Latch.Routingbetween
suchCLBs is limited yet canbe assumeduniversal[6] for
smallcircuitssuchasthosedealtwith in this work. Thisfirst
studyof theJigglingapproachtacklescombinationalcircuits
only, sotheFPGAmodeladoptedusesfour-inputLUTs and
no latches.We assumeit is not complex to turn off all latch
functionalityfor a givenareaof anFPGA.

2.5.2 Simulator Characteristics

Thesimulatorusedis asimpleversionof aneventdrivendig-
ital logic simulatorin whicheachlogic unit is in chargeof its
own behaviour whengivendiscretetime-slicesandthestate
of its inputs.Routingis consideredunlimitedsoany unit can
beconnectedto any otherallowing recurrentconnectionsin-
ducingsequentialbehaviour, socaremustbetakento update



all units ‘simultaneously’. This is achieved by sendingthe
time-slicesto the logic units in two waves: the first to read
their inputsandthe secondto updatetheir outputs. During
eachevaluation,circuit inputswerekept stablefor 30 time-
slicesandtheoutputswerereadduringthe5 lasttimeslices.

Gatedelaysaresimulatedin time-sliceunitsandareran-
domizedat the startof eachevaluationwith a Gaussiandis-
tribution with øúùû¼ýü}¾ anda þ varyingbetween3 and6 thus
simulatinga probesubjectedto a changingenvironment. þ
increments,decrementsor keepsits value within the ÿ � Û�� �
rangeevery ��� simulatedgenerationswhere ��� is itself taken
from a Gaussiandistribution ì"þúù 2���¼4¼=¼=¼ Û ø ù
	4¼=¼=¼4¼4ï . For
thescenariostudiedin thispaperthesestatisticswould trans-
late to the meanof the frequently randomizedgatedelays
changingroughlyeveryminute.

The Stuck-At (SA) fault modelwaschosenasan indus-
try standardproviding a fairly accuratemodelof the effects
of radiationhazardsat the gatelevel. SA faultscanbe in-
troducedat any of thelogic unitsof thesimulatorsimply by
settingits outputalwaysto 0 or 1.

2.5.3 FPGA configuration streamencoding

As mentionedearlier, mutationsare performedon the sec-
tion of the FPGA configurationstreamwhich encodesthe
faultymodule.Duringsimulatedevolutionaryrepair, theGA
dealswith linearbit stringgenotypeswhich areequivalentto
thesimulatedFPGAconfigurationstream.As mentionedin�
2.3.2,thereare 2È< addressesavailable.Thelast è addresses

areassignedto circuit inputswhile theremaining2=< - è refer
to LUT unitswithin themodule. > bits arerequiredperad-
dress.The first é ë > configurationbits – where é is the
numberof circuit outputs– encodetheaddressesfrom which
moduleoutputswill bereadby thevoter. Thissimulatesmu-
tationsto theconfigurationmemorycontrollingroutingto the
moduleoutputs.The restof thestreamis divided into 2=< - è
sections,onefor eachLUT. Eachof thesesectionscontains
16 bits encodingthe LUT and � ë¿> bits encodingwhere
the inputsof this LUT areroutedfrom. LUT addressesare
assignedin theorderthey appearin theconfigurationstream.

2.5.4 Evaluation Procedure

In order to mimic normal missionoperationduring circuit
evaluation,eachtestvectorappliedfor the30 simulatedtime
steppresentationis randomized.All analysisin this paper
assumestheavailability of a freshinputoneveryclockcycle.
Evaluationendswheneverytestvectorhasbeenencountered.
For eachinput vector, the numberof circuit outputbits that
were always correctduring its application,is addedto the
total fitnessscore.

2.5.5 Collecting Repair Time Statistics

Repairtime information is requiredto analysethe reliabil-
ity of theJigglingapproach.Sinceall modulesareequalre-
pair statisticsfrom a singlemoduleconvey the information
required. The time taken to repair the first fault, when all
sparesareavailable,maybedifferentto thatof repairingthe��
�� when � faults are presentin the moduleand � - ¾ suc-
cessfulrepairshave alreadytaken placeprobablyallocating
at least� - ¾ spares.

To collect repair time information, � randomfault se-
quencesof length � – the initial numberof spareLUTs –
aregeneratedmakingsureno LUT is failed twice. For each
of these� sequences,faultsareinsertedinto the simulated
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Fig. 4: Markov model of the Jiggling life cycle.

module in order and the numberof generationsof evolu-
tion requiredto arrive at a fully functionalconfigurationis
recorded.6 consecutive generationswith a fully functional
elite must elapsebeforethe module is consideredrepaired
to avoid lucky solutions. The repairtime of the I 
�� fault in
the J 
�� sequencewill be referredto as K#LNM . If K#LNM exceeds
4.32million (M) simulatedgenerationsthefault sequenceis
abortedandtherepairtime of all unrepairedfaultsin these-
quenceis setto O , so P�QSRTI`ü KVU�M = O . This limits theamount
of CPUtime usedfor simulationandwill significantlyskew
the statisticspessimisticallysince long-termmissionsmay
havemonthsto repaira permanentfault.

2.6 Probability Model
Figure4 shows a Markov modelwith the threestatesthe

Jiggling systemcanbe in. It begins its life fault-freein the
healthy state.Whenafaultarrivesatmodule

1 :
it movesto

the repair state.If duringrepairanotherfault arrivesin
1;:

it will stayin this state.If duringrepaira fault arrivesin one
of theothermodulesit reachesthefail state.Thesystemwill
only beconsideredto go backto thehealthy statewhen

1 :
is repairedbeforea fault arrivesat

1XW�YÉ : .
Theprobabilityof moving from healthy to repair is dic-

tatedby the permanentfault ratewhich may be affectedby
such factorsas usage,ageand environmentalstress. The
probability of moving from repair backto healthy will de-
pendon thepermanentfault rateandon time to repairwhich
is likely to increaseasfaultsaccumulateandsparesgetused.

Faultsaffecting the voter andGA modulecould be dealt
with asmentionedin

�
2.3.4.

2.6.1 Availability Analysis
TheJigglingsystemis consideredto fail when,duringrepair
of

1 :
a fault arrivesat

1 W�YÉ : . ConsiderZ L the probability
of the I 
;� repairwithin the whole system(after the I 
�� fault
atany module)succeeding.This is theprobabilitythat,givenI\[ ¾ systemrepairsweresuccessful,thelatestfaultat

1 :
will

berepairedbeforea fault arrivesat
1]W�YÉ : . Givena fault rate^

perunit areaanda total areaò for the threemodules,the
Poissondistribution of permanentlocal fault arrival during
a time period � hasparameter̂ ò_� . Theprobability that the
systemhasnot failedbeforetime � , ie. its reliability is:

âíì��Oï ù `ab ÉÝË c ì ^ òd�Oï bfehg�i�j�k�ml bnL É Ü Z L�o (1)

The outer sum considersall possiblefault counts � during� . For each � the probability of � faultsoccurringduring �
is multiplied by the probability of all � systemrepairssuc-
ceeding.If 7 L is theprobability of the I 
�� repairon a single
modulesucceeding,the probability ZpL of the I 
�� systemre-
pairsucceedingcanbecalculated:ZqL�ù L g Üar

ÉÝË 7
r�s
Üut ¾�wv

r
t 2�wv W g r W > r

(2)



Table 1: Time xzy { in thousands of generations taken to repair
the |�}�~ fault for each of the � = � ... � fault sequences.M���L 1 2 3 4 5 6 7 8 9 10 11 12 13 14 � 15

1 0 0 0 0 0 0 229 197 942 1413 0 ` ` ` `
2 0 0 0 11 43 60 2059 97 2 387 606 14634226 ` `
3 0 0 0 3161922409 320 319 62 223 2968 ` ` ` `
4 0 1616 1 37 79 0 13761160 657 3097 0 681 394 ` `
5 0 0 5 2 25 3 0 79 147 1136 80 935 29081661 `
6 15 78 1393191246131 151 53 1009 124 198614562751 ` `
7 0 0 324 30 328 473 41 1153 228 355 77 59 ` ` `
8 0 752 25 322 0 329 779 29 132 96 0 298 15 ` `
9 0 0 0 0 0 193 228 319 451 185 770 424 36894107 `
10 684 0 303 78 58 0 1311 417 199 193 2137 ` ` ` `

where Z Ë =1. The sumconsidersall possibleprevious fault
countsK at

1;:
. For eachK theprobabilityof the ì�K + ¾�ï 
�� sin-

glemodulerepairsucceedingis multipliedby theprobability
of K faultsoccurringat

1 :
out of I -1 systemfaults.

2.6.2 Calculating 7 L
Recall7�L is theprobabilityof the I 
;� repairon a singlemod-
ule finishing beforea fault arrives at one of the other two
modules. Given that fault arrival is modelledasa Poisson
process,fault interarrival time � follows anexponentialdis-
tribution,suchthat theprobabilityof thenext fault in any of
two modulesoccurringlater than time � r is Z ì���R�� r ï ùe�g Þ j��di�k��

where ò × =
j �

is modulearea.Givena setof �
singlemodulerepair timesfor the I 
�� repair K LNM , the proba-
bility 7 L�M of eachof theserepairssucceedingis Z ì���R�K LNM ï .
Providedwith a limited sampleof � valuesof K LNM for eachI thebestestimateof 7�L usingthefrequency interpretationof
probability will be: 7 L ù Ü��� �M É Ü 7 LNM Given the equations
above,theexperimentaldataK�L�M collectedasin

�
2.5.5canbe

usedto calculatereliability âÌì��Oï .
2.6.3 TMR/Simplex
The Jiggling systemreliability underpermanentfaults will
be comparedto TMR/Simplex. In this papers’ experi-
ments180% spareswere allocatedover mission LUTs so
the Jiggling modulearea ò × is 2.8 times as large as the
TMR/Simplex module area òd� × . The reliability of a

TMR/Simplex systemis: â � ×íÔ ì��Oï ù �\���p��� ���\��Þ [ � � � � � �\�
Þ

This ignoresfaults at the voter (a single point of failure),
makingthecomparisonconservative.

3 Results
Repairtime statisticswerecollectedas in

�
2.5.5 for the

cm42acombinationalbenchmarkfrom the MCNC ’91 test
suite. This circuit hasfour inputsandten outputsrequiring
10 four-input LUTs. Thenumberof bits peraddress> was
chosento be5 so32 addresseswereavailable,four of which
wereallocatedto circuit inputs(

�
2.5.3).Thus18spareLUTs

wereavailablein themodulebeingrepaired.Historywindow
size 6 wassetto 8. Thenumberof generatedfaultsequences� waschosento be10. An average53.6randominput test
vectorsmustbeappliedduringevaluationuntil all 16 possi-
ble four-input vectorshave beenencountered.20 clock cy-
cleswouldbesufficientbetweenevaluationsto countfitness,
swap a bit in the configurationstreamand perform the re-
quiredcontrolprocedures.At a very modestclock speedof
1MHz bothmoduleconfigurations(individuals)in a genera-
tion could be evaluatedin � ���  �¡ ÞÜ Ë\¢ ù ¾=ü �£�=2 ë¿¾�¼ g�¤

seconds
and6793generationscouldbecompletedpersecond.With a
timeoutof 4.32Mgenerationsthesimulatorgavelessthan11
minutesfor circuitsto repairfrom permanentdamage.
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Fig. 5: Reliability vs. time for TMR/Simplex (dashed), Jiggling
(solid) and Jiggling with every repair successful (dotted).

OnceK#LNM werecollected(Table1), 7¥LNM Û 7¥L and ZpL werecal-
culated,providing âÌì��Oï throughtheequationsin

�
2.6.Repair

timeswereshortrequiringon averageundertwo minutesof
simulatedtime. 94 of the104evolutionarysearchesstarting
from a misfunctionalconfigurationarrived at a healthyone
within the simulated11 minutes. In the 10 casesof unsuc-
cesful repair therewas on average14 faults presentin the
moduleunderrepair. Under the stochasticfault sourceand
tight timeconstraints,therepairmechanismexploitedon av-
erageup to 78%of spareresources.

Figure5 comparestheresultingreliability of theJiggling
systemagainstaTMR/Simplex approachwhosemodulesare
almost3 timessmaller. Sincerepairtimesareeitherneces-
sarily low or O dueto the 4.32M timeout,the repairclock
speeddoesnot influencereliability andtheanalysisonly de-
pendson the fault rate. The time scaleis in termsof

^ ò
which is the local permanentfault arrival rateat any mod-
ule in the Jiggling system. The fault rateat any modulein
the TMR/Simplex systemis

i�jÞ � ¦ . The meantime between
fault arrivals � = ì ^ ò ï g Ü is marked togetherwith the 0.75,
0.9 and 0.99 âÌì��Oï levels. With a

^ ò of 1 fault a day the
TMR/Simplex systemhasareliability lower than0.75aftera
weekyet theJigglingsystemstill has0.99reliability after17
daysandis still above0.75upto a31daymonth.With afault
rateof ¾ ô�� (meantimebetweenarrivals � ) theJigglingsystem
will be0.99reliableafter ¾V��� , soafaultrateof 1 every6 years
wouldbetoleratedfor 100yearswith 0.99probability.

3.1 Discussion

Thereliability of theJigglingsystemstudiedin this paper
hasbeenskewednegatively by thefollowing factors.A fault
in oneof themodulesnotbeingrepaireddoesnotnecessarily
lead to systemfailure. Firstly, andspeciallyrelevant when
sparecountexceedsmissionlogic count,faultsmayarriveat
sparesof thesemodules. Secondly, two moduleseachcar-
rying a fault mayproduceerroneousoutputsfor disjoint sets
of inputs(ie. they never producea falseoutputat the same
time). In this casethereis enoughinformationat the voter
outputto repairbothmodules,returningto thehealthy state.
Finally the4.32M generationlimit equatesto under11 min-
utesrepairtimeat1MHz andunder0.66secondsat 1GHzof
repair time and thus ignoresa hugeamountof possibilities
for repair. Sincepermanentdamageis mostlikely to happen
every 6 monthsat worst, the timeoutheavily skewed statis-
tics negatively. With anextremelyhigh permanentfault rate
of oneperdaytherewouldbetime to complete587Mgener-
ationsat 1Mhzwithin themeanfault interarrival time. Infor-
malinvestigationssuggestthatwith suchalimit, repairwould



succeedatnearlyeveryopportunityandthesystemwouldre-
pair up to the numberof sparesavailablemakingreliability
morelike thedottedline in fig. 5. Thuseachspareaddedto
a modulewould lengthenits life by roughlythefault interar-
rival time. Adding sparesgivesdiminishingreturnsbecause
of the increasedarea,but it remainspossibleto computethe
numberof sparesrequiredto provideadesiredreliability ata
specificpoint in themission.

Thiswork assumesthecircuit beingrepairedis beingused
for normaloperationandits input is effectively randomisedat
every clock cycle. If thecircuit werenot in usethenit could
besuppliedinputsartificially, possiblyfrom theRNG or the
counter. This is alsonecessaryif thefull setof input vectors
is not frequentlyencounteredduringnormaloperation.If the
normalmissioninputpatternis notuniformly randomandits
characteristicsareknown, thesecouldbe usedduringsimu-
latedrepairto generatetheappropriatereliability figures.

Oncethe first permanentlocal fault is repairedthrough
Jiggling,Lazy Scrubbing

�
2.1 mustbedisabledsinceoneof

the moduleconfigurationshaschanged.However transient
faultsto configurationbitscouldstill berepairedthroughJig-
gling by a mutationhitting the configurationstreambit af-
fectedby theSEU.This couldbeacceleratedwith minimum
extra hardwareby usinga counterto flip eachbit in thecon-
figurationstreamin turn,until theSEUwasundone.Further
study is requiredto analyzethe repairstatisticsundertran-
sientfaultscombinedwith permanentfaultspotentiallydoing
awaywith theneedfor Scrubbingaltogether.

This preliminary casestudy evaluatedthe Jiggling sys-
tem repairinga designsmallerthanitself andincreasingits
reliability. The high probability of repairbeforesparesare
exhaustedsuggeststhe methodcould be applied to larger
benchmarks.Unpublishedrelatedexperimentssuggestthat
evolutionary algorithmsare capableof finding solutionsin
spacesaslargeas 2 Ü Ë�Ë Ë�Ë , althoughwith asignificantlylonger
searchtime. Giventhat theaveragerepairtime for thestud-
iedbenchmarkis undertwo minutesandthatpermanentlocal
fault interarrival time is likely to be over 6 months,a larger
benchmarkcouldhave repairtimesseveralordersof magni-
tudelargerandstill achievesimilarreliability figures.Eachof
the � fault sequencestestedfor repairingthecm42abench-
mark took about1 dayon a 1.4GHzprocessor. Theamount
of processingpower requiredwill vary exponentiallywith
benchmarksizedueto increasedsimulationtime perconfig-
urationandlongerevolutionarysearch.

As Jiggling is evaluatedfor largerbenchmarksandasthe
fault model usedis mademore realistic, the possibility of
usingreal hardwareis moreattractive. The Jiggling system
couldbeimplementedon a Xilinx FPGAsubjectedto radia-
tion. This would giveusaccurateoverheadmeasuresaswell
asmoreaccuratereliability figuressinceall casesmentioned
above would be taken into accountin the real systemand
generationscouldbetruly performedatmillions a second.

4 Conclusion
The TMR+Lazy Scrubbing+Jigglingapproachto FPGA

transientandpermanentfaultmitigationhasbeenintroduced.
Lazy Scrubbingmitigates transientswith less power and
overheadthantraditionalScrubbinganddoesnotdependona
goldenmemorywith configurationdata.Jigglingself-repairs
a systemsubjectedto permanentfaults requiringno golden
memoryfor holdingpre-compiledconfigurationsnor an ex-
ternalgoldenmicroprocessor. TheJiggling repairmoduleis
implementedon thesameFPGAandfor thecasestudiedre-

quires500storagebits,36LUTs and29latches.Thisis small
enoughto beitself repairableby anotherJigglerthusremov-
ing all single pointsof failure, provided the architectureis
extendedto sequentialcircuits. This repair modulewould
alsoservicemultiple systems,amortisingtheoverhead.

Reliability analysis for a small benchmarkshows the
Jiggling systemusing 2.8 times the overheadper module
can survive with 0.99 probability: 17 times longer than a
TMR/Simplex approach. This analysistakes into account
both the stochasticnaturesof evolution and of the fault
source.It is shown how thenumberof sparesin sucha sys-
temcanbeadaptedto reachdesiredreliability guaranteesfor
specifictimesduringa mission.

A morethoroughevaluationof this architecturewould in-
volve larger benchmarksandmore accuratestatistics. The
lattermaybeachievedbyalesspessimisticprobabilitymodel
andby allowing moretime for simulatedrepairs.As thesize
of benchmarksrenderssimulationcostprohibitive, the Jig-
gling systemmaybe implementedontoa real FPGA allow-
ing amoreaccurateoverheadanalysisandits trueevaluation
in the presenceof radiation. The reliability of Jiggling to
mitigatetransientaswell aspermanentfaultsshouldalsobe
studiedwith thepossibilityof doingawaywith Scrubbing.

Furtherdevelopmentsto the architectureare requiredto
allow repair of sequentialmodules. The fitnessevaluation
procedurefor sequentialsystemsis necessarilymore com-
plex, andremainsthe key areafor future work. For larger
benchmarks,routing restrictionsmay be introducedaswell
asamorecomprehensivefaultmodel.
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