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Abstract

The Jiggling architecture extending TMR+Scrubbingis
shownto mitigate FPGA transientand permanenfaults us-
ing low overhead. Mission opemtion is never interrupted.
Therepaircircuitry is suficientlysmallthata pair couldmu-
tually repair each other A minimalevolutionaryalgorithmis
usedduring permanenfault self-repair. Reliability analysis
of the studiedcaseshowsthe systemhasa 0.99 probability
of surviving17 timesthe meantimeto local permanentault
arrival. Sud a systenwouldbe0.99probableto survivel00
years with onefault every 6 years.

1 Intr oduction

Reconfigurablehardware devices such as Field Pro-
grammableGateArrays (FPGA)arebeingincreasinglyused
in spaceapplicationsecausehey allow cheapandfastpro-
ductionof prototypesandfinal designsn low volume.Buggy
designanbefixedpost-deplgment,andthesamehardware
usedto performvarioustasks— somepossiblyunforeseen
over the durationof a mission. The useof CommercialOff-
The-Shelf(COTS) componentsuchas FPGAsis becoming
common-placén spaceapplicationsandotherindustries.

SRAM based~-PGAsdeplojedin spacearesusceptibleéo
radiationhazardsmostcommonly[14, 3, 10] Single Event
UpsetqSEU)not causingpermanentiamage Total doseex-
posuremay causecatastrophicdamagg10]. The above re-
searctdoesnotfocuson local permanentamaggLPD).

LPD hasnot beencommonlyobsenedin radiationtested
FPGAs, but thereare several reasonswvhy it shouldnot be
ignored. Casesf Single EventLatch-up,which may cause
LPD by inducing high currentdensity have beenreported
[9]. SomeSEUscannotbe mitigatedwithoutafull chipreset
which maynotbepossiblgfor amission-criticaimodule thus
manifestingthemselesas LPD. Radiationtestingon earth
is not 100% faithful to spaceconditionsand doesnot last
aslong asa mission. In fact, no FPGA hasbeentestedfor
more than 15 years,while NASA plans 100 year missions
for deepspaceaxploration. Long device usagecouldleadto
LPD throughelectromigratioror otheragingeffects. Other
dormantfaultsmay only manifestthemselesa considerable
time afterdeployment. It would beunwiseengineeringo as-
sumethat LPD to FPGA cells would not occurduring long
spaceamissionsexposedo extremeervironmentalconditions
andradiation. Spacemissionsare not the only deployments
that canbenefitfrom stratgiesdealingwith LPD, although
they are particularly needyof autonomousonboardrepair
sincecommunicatiorwith earthis low bandwidthandhigh
lateng. Radiationand aging effects are also encountered
at sea-l@el andmay be a problemfor inaccessiblesystems
wherecomponenteplacemenis notfeasable.

Triple Module Redundang (TMR) is currently widely

usedto mitigate faults and are consideredo have “saved”
several spacemissions.A TMR systemhasthreecopiesof
a moduleand usesa voting systemon their outputsso that
the final outputis an agreemenbetweenat leasttwo mod-
ules. A TMR/Simplex defaultsto a singlemoduleonceone
modulefails, therebyincreasingreliability. TMR+Scrubbing
[3, 10] providesfaulttoleranceasabove andwipesout SEUs
in FPGA configurationdataby regularreprogrammingCon-
figurationreadbacK3] is ableto locateconfigurationerrors
andfix themby partial reconfiguration. Theseschemesare
only asgoodasa TMR systemin the presenc®f permanent
faultsandrely on a golden (unbreakablememoryto store
configurationdata. Latcheduserdatain sequentiadesigns
canbe protectedwith staterecosrery scheme$15].

Lach et al. [4] proposeda tile basedapproachfor re-
configuringan FPGA designto avoid LPD. This approach
tolerateslimited faults per tile, requiresa golden memory
holding precompiledconfigurationsanda goldenfault loca-
tion mechanism.The repairmechanisnrequirestiles to be
off-line duringreconfigurationwhich mayrule out repairof
mission-criticalmodules. A similar approach16] likewise
requiresa set of goldenpre-compiledconfigurationsand a
goldenfaultdiagnosissystemhostedon anextra FPGA. The
Roving STARS [1] approachproposesa self-testingcolumn
androw to shift itself acrossthe FPGA. Fault detectionla-
teng is of around4000cycles,andit requiresconstantre-
configurationof the FPGA andis thereforea constanpower
drain. It reliesonagoldenmicro-processato performtiming
analysisfaultlocation,placeandroute,andmorethan420K
of goldenmemoryfor storageof designsandfaults. A final
costis thatthe systenxclockis stoppedegularly.

Embryonics[7] is a biologically inspired approachwith
an architecturerequiring large amountsof overheadnclud-
ing goldencopiesof chip configuration.Zelulumetal. [17]
have useda GeneticAlgorithm (GA) to repairanalogdesigns
onaField ProgrammabldransistorArray. They provide re-
sultsfor arestrictedfault setandassume golden'SABLES’
systemcomposeddf a DSE memoryfor a full population,
anda fitnessevaluationmechanisirin somecasegequiring
ahealthycopy of thecircuit beingrepaired[11, 13, 6] apply
GAsto repairFPGAdesignsassuminga goldenGA module
with afull populationandfitnessevaluationmechanism.

Most FPGA LPD mitigationtechniquesnentionedso far
suffer from the Repairingthe Repaier dilemmain which
a new single point of failure assumedinbreakablés intro-
ducedin the mitigation mechanism.This is especiallyawk-
ward whenthe mitigation mechanismassumedinbreakable
is larger than the breakablesystemitself. A repair mod-
ule smallandsimpleenoughto beitself repaired would of-
fer an obvious advantage. This paperwill describesucha
low overheadfault mitigation mechanisnsuficiently small



thata pair could mutuallyrepair each other, thusrelying on
no goldensingle point of failure. Section2 will introduce
theTMR+Lazy Scrubbing+Jigglingrchitecturdor transient
andpermanentault mitigation,section3 will lay outarelia-
bility analysisandsectiond will provide someconclusions.

2 TMR + Lazy Scrubbing + Jiggling

The proposedmechanismextends TMR + Scrubbing.
TMR providesfault tolerancekeepingthe systemon-line at
all timesandalsovotesout SEUsaffectinguserdata. ‘Lazy
Scrubbing’mitigatesSEUsto configurationdata, and ‘Jig-
gling’ repairsLPD by usingthe two healthymodulesto re-
pair the faulty one. Oncea Jiggling repairis completethree
healthymodulesareagainavailable(Fig.4). Permanentaults
canberepaireduntil spareresourcesreexhausted.

After §2.1, the paperdealsentirely with permanentault
mitigation of combinationalcircuits through Jiggling, se-
guentialonesareleft for futurework.

2.1 Transient SEU Mitigation thr oughLazy Scrubbing

Traditional Scrubbingreconfiguresa whole TMR system
on an FPGA regularly from an external memory To re-
ducepower consumption:a modulewill only be reconfig-
uredwhenits outputis differentto the othertwo. Instead
of requiringa goldenmemoryholdingmoduleconfiguration,
the configurationis readfrom all threemodulesanda major
ity vote is taken of this data(taking offsetsinto account)to
reconfigurethe faulty module. Lazy Scrubbingrequiresless
power, overheadandsingle point of failuresthantraditional
Scrubbing.Lazy Scrubbingcannotbe usedafterthefirst Jig-
gling repair Jigglingwill still recover from SEUsin FPGA
configurationalthoughwith a higherlateng.

2.2 Jiggling Ar chitecture Overview

Fig. 1 shaws the simplest
setup of a Jiggling system

" " v | With three copiesof module

’ ) * | M anda repairmodulecon-
rooon &lv, %*lv, %y, taining the voter and a mini-
GA & Voter mal implementatiorof a GA.

‘|lY TMR canbe appliedat mary

Fig. 1: Jiggling: TMR + min-  levels. Basedon experiments
imal GA for repair. to date, M shouldbe undera
thousandgate equivalentsto make the repair processfeasi-
ble. One GA circuit could servicemary TMR systemsall

residingonasingleFPGA.

A moduleis consideredo have LPD if it fails to repair
afterLazy Scrubbing.At this point, Jigglingis initiated. Jig-
gling usesthe remainingfunctional modulesas a template
of desiredbehaiour to guidea (1+1) Evolutionary Strateyy
(ES)[8] —theminimal expressiorof a GA — towardsa func-
tional configurationwhich avoids or exploits the faulty ele-
ment. Thesystenis kepton-lineduringthisrepairprocesdy
thetwo healthymodulesdriving the majority voter. Sparere-
sourcesareallocatedin eachmodule. Mutationsinsertedby
the GA aresinglebit flips in the FPGA configurationstream
of thefaulty module.

Given that permanenfaultsin FPGAsare not very fre-
guent(indeedcompletelyignoredby Xilinx [5]) we cantrade
overheadandthe knowledgecontainecdthereinfor time and

allow blind variation and selectionfind the knowledge re-
quiredto completetherepait

Section 2.3 will describe the Jiggling mechanismin
greaterdetailandsection2.4 will cover its hardwareimple-
mentation. Section2.5 will describethe simulatorusedto
collectrepairtime statisticawvhile section2.6 will presenthe
probabilitymodelusedfor availability analysis.

2.3 Specification

2.3.1 Evolutionary Algorithm usedduring Repair

A (1+1) EShasoneelite individual andonemutatedversion
of it. If the mutantis equalor superiorit will replacethe
elite. Otherwise,anothemrmutantis generatedThis strateyy
hasbeenappliedsuccessfullyto hardwareevolution[12] and
hasbeenconsidered?] to beaneffective stratayy for explor-
ing fitnesslandscapesvith high neutrality suchasthoseof
digital circuits. It wasmainly chosenherefor its simplicity
andallowanceof a smallhardwareimplementation.

Theremay not be a single mutationrestoringhealthybe-
haviour to adamagednodule soanexhaustve searchwould
blindly iterate over all 2° configurations,whereb is their
length. Thisis not practicalevenfor the smallcircuit tackled
in this work whereb=1058. A (1+1) ESis a hill-climbing
randomwalk within configurationspacemoving to a fitter
(see§2.3.3)or equivalentconfigurationat eachstep. This is
not guaranteedo find a solutionin time. But facedwith a
stochastidault source no systemis capableof guaranteeing
survival. The probability of survival for a Jiggling systemis
studiedin §3.

A (1+1) ESiis brittle in the presencef noisebecausdf
a badmutantgetsa lucky high fitnessit could replacea su-
perior elite which would thenbe lost. Noiseis presentin
the evaluation of circuits on an FPGA when they are not
constrainedo be combinational.Sequentiatircuits behae
differently underchangesn input patternorderingandgate
delayswhich may vary with ervironmentalconditions. To
discouragevolution from discardinga goodelite, a History
Window methodis used: the last H acceptednutationsare
storedso thatif the currentelite’s fitnessis lower thanthe
previousone’s, all H mutationsarereverted.By rolling back
afterencounteringndividualswith noisyfitnessevolutionis
discouragedrom exploring areasof thefitnessandscapen-
codingsequentiaktircuits. If p is the probability of a lucky
high noisy evaluation,thenthe probability a sequentiakir-
cuit hasbeenlucky H timesvariesasp®. Thus,thelarger H
is, the higherthe chancethatthe circuit revertedto is stable.

2.3.2 Reconfiguration: Hardware Natur e of Mutations

Mutationsare single bit flips in the configurationstreamof

thefaulty moduleM ;. Modulesarealwaysallocated2” ad-

dressesf configurabldogic blocks(CLB) sothattheaddress
of amutatedblock canbe simply arandomlygenerated” bit

number If a circuit only requiresa fraction of theseCLBs,

therestareallocatedasspareresourcedor repair A muta-

tion may affect ary part of the CLB suchasa Look-up Ta-

ble (LUT) or therouting. Easeof partial self-reconfiguration
androbustnesgo randomconfigurationbit flips make some
FPGAarchitecturesnoresuitablethanothers.
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Fig. 2: Jigglers containing voters and a minimal GA are able
to service multiple systems including other Jigglers.
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Fig. 3: Possible Jiggfér GA implementation showing data flow
directed by the Control FSM as in the algorithm in §2.4.1.

2.3.3 FitnessEvaluation

Sincenormal circuit operationis not interruptedduring re-
pair of M, circuit fitnessevaluationis doneon thefly using
theinputsbeingappliedduring normalmissionoperation.A

scorecy, is collectedfor eachoutputg undereveryinputvec-
tor v until all vectorshave beenencounteredIf outputq of

M waseverincorrectundertheapplicationof v, thenc,, =0;

otherwisec,,=1. Outputis consideredncorrectif different
to the correspondingutputatthevoter. Fithessscorefor the
currentconfiguratioris simply thesumof scores Thisfitness
scorewill guideevolution towardsconfigurationsvhosebe-
haviour is increasinglysimilar to the healthymodules’.

2.3.4 Repairing the Repairer

Sincethe repairmoduleis small, it would be feasibleto be
repairedwith the samestratgy, oncethis methodhasbeen
adaptedo sequentiakircuits. Eachrepairmodulecould be
itself tripled asin Fig.2 andrepairedby anotherepairmod-
ule. Bothrepairmodulesvouldthenbein chageof repairing
multiple systems.

2.4 Hardware Implementation
2.4.1 Jiggling Repair Cycle

The (1+1) ES with History Window controlloop for repair

ing faulty module)M is describecbelow in pseudocodeF,

and F}, areregistersholding the currentandpreviousfitness
values.D is a bitwise storageholdingc,, scores.

1. SetregisterF, = 0.

2. EvaluateElite: collect cq,, scoresinto D until all input vectors have been
encounteredlf all scoresarel thenstoprepairprocess.

3. Countnumberof 1sin D andstoreit in the F. register

4.1f F. < F, revertall mutationsin historyshift registerS Ry andgoto stepl.
5. Shift thevalueof F. upinto Fp,.

6. Insertnew randommutationsm in M.

7. EvaluateMutant: collectscoresasin step2. If all scoresarel thenstoprepair
8. Countnumberof 1sin D andstoreit in the F.. register

9.1f F. < Fp, revertmutationm.

10. Elseshift thevalueof F. upinto F;, andpushm onto SRy .

11.Goto step2.

Control logic canbe implementedas a Finite StateMa-
chine (FSM) with eightstates.If anincorrectconfiguration
getsa lucky full scorerepairwill be resumedassoonasits
behaiour is differentfrom the voter.

2.4.2 Structure

Figure 3 shows a possiblehardwareimplementatiorfor the
Jiggler Thevoter providessystenfaulttolerantoutputY as
the majority of the moduleoutputsYy, Y;,Y5. It alsopro-
videsfaulty moduleindex f andoutputY; to the minimal
GA. A shift registerchainS Ry of sizetwo will hold F,, and
F,. A Countermodulewill sumvectorscoresfrom D into
F.. A Comparatowill checkif F, < F,. A shift register
chain SRy of size H will storethe mutation history win-
dow with the addressesf the last H mutatedconfiguration
streambits. A RandomNumberGenerato(RNG) will gen-
eratetherandommutationaddressn. A reconfiguratiorunit
will flip the configurationstreamat a particularaddressand
initiate the partial reconfigurationprocedure. Its operation
will dependon the reconfiguratiormechanisnof the FPGA
architecturechosen.

2.4.3 OverheadAnalysis

Givenacircuit hasI inputsand@ outputswe need2? x (1+

Q) bits storagefor D and2 x I bitsfor SRp. If thethead-
dressoffsetof aconfigurationbit within amodulerequiresA

bits,we needH x A bits storageor SRy . Thecontrolmod-
ule canbeimplementedasan 8 stateFSM andmight require
3 latchesand10 four-input LUTs. The A bit RNG couldbe
implementedasa linear feedbackshift registerwith roughly
A/18 LUTs and A latches. The reconfigurationmodules
sizewould dependon the FPGA architectureandcould vary
between3 and30 LUTs andsomelatches.For this analysis
it is assumedt requiresl5 LUTs and15 latches. The voter
couldbeimplementedn roughly@ LUTs. Givena CLB off-

setaddressvithin amoduleneedsC bitswe need@ x C bits

for thereconfigurablanoduleoutputaddresses.

If I=5, @=10, H=8, C'=5, A=11theoverheads 352+10
+88+50=500 storage bits plus roughly 10+1+15+10=36
LUTs and 3+11+15=29atches. §2.3.4describesa scheme
for mitigatingfaultsin thislogic.

For larger circuits, the size of D will dominatethe sum
becausét grows exponentiallywith the numberof inputs. It
shouldbe notedthat D will usuallybe smallerthanawhole
extra module and one Jiggler unit is capapbleof servicing
multiple subsystemthusreducingoverheadersubsystem.

2.5 Simulated Jiggling

The Jiggling methodwas evaluatedby collecting repair
time statisticsfrom a simulatedmodel.

2.5.1 FPGA model

VariousFPGA architecturessomeof which have beende-
ployedin spacemissionsgcanbesimplifiedto amodelwhere
eachCLB holdsoneLUT andoneD-Latch. Routingbetween
suchCLBs is limited yet can be assumediniversal[6] for

smallcircuits suchasthosedealtwith in this work. This first
studyof the Jigglingapproachacklescombinationatircuits

only, sothe FPGA modeladoptedusesfour-input LUTs and
no latches.We assumet is not complex to turn off all latch
functionalityfor a givenareaof anFPGA.

2.5.2 Simulator Characteristics

Thesimulatorusedis asimpleversionof aneventdrivendig-
ital logic simulatorin which eachlogic unitis in chageof its
own behaiour whengivendiscretetime-slicesandthe state
of its inputs. Routingis consideredinlimitedsoary unit can
be connectedo ary otherallowing recurrentconnectionsn-
ducingsequentiabehariour, socaremustbetakento update



all units ‘'simultaneously’. This is achiesed by sendingthe
time-slicesto the logic unitsin two waves: the first to read
their inputsandthe secondto updatetheir outputs. During
eachevaluation,circuit inputswere kept stablefor 30 time-
slicesandthe outputswerereadduringthe5 lasttime slices.

Gatedelaysaresimulatedin time-sliceunitsandareran-

domizedat the startof eachevaluationwith a Gaussiardis-
tributionwith ¢ = 0.1 anda p varyingbetweer3 and6 thus

simulatinga probesubjectedo a changingervironment.

increments decrementor keepsits value within the [3, 6]

rangeevery ty simulatedgenerationsvheret, is itself taken
from a Gaussiaristribution (x = 270000, o = 90000). For
thescenaricstudiedin this paperthesestatisticsvould trans-
late to the meanof the frequently randomizedgate delays
changingroughly every minute.

The Stuck-At (SA) fault modelwas chosenas an indus-
try standardoroviding a fairly accuratemodelof the effects
of radiationhazardsat the gatelevel. SA faultscanbein-
troducedat ary of thelogic units of the simulatorsimply by
settingits outputalwaysto O or 1.

2.5.3 FPGA configuration streamencoding

As mentionedearlier mutationsare performedon the sec-
tion of the FPGA configurationstreamwhich encodeshe
faulty module.During simulatedevolutionaryrepair the GA
dealswith linearbit stringgenotypesvhich areequivalentto
the simulatedFPGA configurationstream.As mentionedn
§2.3.2,thereare2¢ addresseavailable. Thelast] addresses
areassignedo circuit inputswhile theremaining2€-I refer
to LUT unitswithin the module. C' bits arerequiredper ad-
dress. Thefirst Q x C configurationbits — where( is the
numberof circuit outputs— encodeheaddressegom which
moduleoutputswill bereadby thevoter. This simulatesmu-
tationsto the configuratiormemorycontrollingroutingto the
moduleoutputs. The restof the streamis divided into 2¢-T
sectionspnefor eachLUT. Eachof thesesectionscontains
16 bits encodingthe LUT and4 x C bits encodingwhere
the inputsof this LUT areroutedfrom. LUT addressesre
assignedn theorderthey appeain the configurationstream.

2.5.4 Evaluation Procedure

In orderto mimic normal missionoperationduring circuit
evaluation,eachtestvectorappliedfor the 30 simulatedime
steppresentatioris randomized. All analysisin this paper
assumetheavailability of afreshinputoneveryclockcycle.
Evaluationendswheneverytestvectorhasbeenencountered.
For eachinput vector, the numberof circuit outputbits that
were always correctduring its application,is addedto the
total fitnessscore.

2.5.5 Collecting Repair Time Statistics

Repairtime informationis requiredto analysethe reliabil-
ity of the Jigglingapproach Sinceall modulesareequalre-
pair statisticsfrom a single modulecorvey the information
required. The time taken to repair the first fault, whenall
sparesareavailable,may be differentto that of repairingthe
n*™ whenn faults are presentin the moduleand n-1 suc-
cessfulrepairshave alreadytaken placeprobablyallocating
atleastn-1 spares.

To collect repair time information, W randomfault se-
guencesof length s — the initial numberof spareLUTs —
aregeneratednakingsureno LUT is failed twice. For each
of theselV sequencedaultsareinsertedinto the simulated

M, repaired

Fig. 4. Markov model of the Jiggling life cycle.

module in order and the numberof generationsof evolu-

tion requiredto arrive at a fully functional configurationis

recorded.H consecutie generationsvith a fully functional
elite must elapsebeforethe moduleis consideredrepaired
to avoid lucky solutions. The repairtime of the4t" faultin

the j*" sequencewill be referredto asr;;. If r;; exceeds
4.32million (M) simulatedgenerationshe fault sequencés

abortedandtherepairtime of all unrepairedaultsin the se-
guencds setto oo, soVa > i.r,;=cc. Thislimits theamount
of CPUtime usedfor simulationandwill significantlyskew

the statisticspessimisticallysince long-term missionsmay
have monthsto repaira permanentault.

2.6 Probability Model

Figure4 shavs a Markov modelwith the threestateshe
Jiggling systemcanbe in. It beginsits life fault-freein the
healthy state.WhenafaultarrivesatmoduleM it movesto
therepair state.If duringrepairanotherfaultarrivesin M
it will stayin this state.If duringrepairafaultarrivesin one
of theothermodulest reacheghefail state. The systemwill
only beconsideredo go backto the healthy statewhen M
is repairedbeforea faultarrivesat My .

The probability of moving from healthy to repair is dic-
tatedby the permanenfault rate which may be affectedby
suchfactorsas usage,age and ervironmentalstress. The
probability of moving from repair backto healthy will de-
pendonthe permanenfaultrateandon time to repairwhich
is likely to increaseasfaultsaccumulatendsparegjetused.

Faults affecting the voter and GA modulecould be dealt
with asmentionedn §2.3.4.

2.6.1 Availability Analysis

The Jiggling systemis consideredo fail when,duringrepair
of M, afaultarrivesat M. ¢. ConsiderP; the probability

of theith repairwithin the whole system(afterthe i** fault
atany module)succeedingThisis the probabilitythat,given
i—1 systenrepairswveresuccessfutthelatestfaultat A ¢ will
berepairedbeforea faultarrivesat M. Givenafaultrate
A perunit areaandatotal areaA for thethreemodulesthe
Poissondistribution of permanentocal fault arrival during
atime periodt hasparameten At. The probability thatthe
systemhasnotfailedbeforetime ¢, ie. its reliability is:

)\At" —AAt T
> (T e)

The outer sum considersall possiblefault countsn during
t. For eachn the probability of n faultsoccurringduring ¢
is multiplied by the probability of all n systemrepairssuc-

ceeding.If p; is the probability of the it repairon a single

modulesucceedingthe probability P; of the it systemre-
pair succeedinganbecalculated:

i—1 1\" /2 k—r
I)i = ZpT—i-l <_) <_> kCr
2 3) \3

R(t) 1)

(2)



Table 1: Time r;; in thousands of generations taken to repair

the 4" fault for each of the j=1... fault sequences.

Jj\¢(1 2 3 4 5 6 7 8 9 10 11 12 13 14 >15
0 0O 0O 0 0 229197 9421413 0 o0

0 0 11 43 60 2059 97 2 387 606 14634226 oo oo
0 0 3161922409 320 319 2968 co oo oo oo
1616 1 37 79 0 13761160 657 3097 0 681 394

0 5 0 79 147 1136 80 935 29081661 oo
78 1393191246131 151 53 1009 124 198614562751 oo o0
0 324 30 328 473 41 1153228 355 77 59 oo oo o0
752 25322 0 329779 29 132 96 0 298 15 oo_ o
0 0 0 0 193228 319 451 185 770 424 36894107 oo
684 0 30378 58 0 1311417 199 1932137 co oo o0 o0

coolooood
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where Py=1. The sumconsidersall possibleprevious fault
countsr at M. For eachr theprobabilityof the (r+1)*? sin-
gle modulerepairsucceedings multiplied by the probability
of r faultsoccurringat M out of -1 systemfaults.

2.6.2 Calculating p;

Recallp; is the probability of thei*" repairon a singlemod-
ule finishing before a fault arrives at one of the othertwo

modules. Given that fault arrival is modelledas a Poisson
processfaultinterarrival time 7" follows an exponentialdis-

tribution, suchthatthe probability of the next faultin any of
two modulesoccurringlater thantime ¢, is P(T > t,) =
e~ 2AuMt where Ap=4 is modulearea. Givena setof W
singlemodulerepairtimesfor the ith repairr;;, the proba-
bility p;; of eachof theserepairssucceedings P(T > r;;).
Provided with alimited sampleof W valuesof r;; for each
i thebestestimateof p; usingthefrequeng interpretatiorof

probability will be: p; = % Z].Vilp,-j Giventhe equations
above,theexperimentabatar;; collectedasin §2.5.5canbe
usedto calculatereliability R(t).

2.6.3 TMR/Simplex

The Jiggling systemreliability underpermanenfaults will
be comparedto TMR/Simplex. In this papers’ experi-
ments 180% spareswere allocatedover mission LUTs so
the Jiggling modulearea A, is 2.8 times as large as the
TMR/Simplex module area Ar,,.  The reliability of a

At
3e 3

—ATMAt

TMR/Simplex systemis: Ryyr(t) =
This ignoresfaults at the voter (a single pomt of fallure)
makingthe comparisorconserative.

3 Results

Repairtime statisticswere collectedasin §2.5.5for the

cm42acombinationalbenchmarkirom the MCNC '91 test
suite. This circuit hasfour inputsandten outputsrequiring

10 four-input LUTs. The numberof bits peraddres< was
choserto be5 so32 addressewereavailable,four of which
wereallocatedo circuitinputs(§2.5.3). Thus18 spareLUTs
wereavailablein themodulebeingrepaired Historywindow
sizeH wassetto 8. Thenumberof generatedaultsequences
W waschoserto be 10. An average53.6randominput test
vectorsmustbe appliedduring evaluationuntil all 16 possi-
ble four-input vectorshave beenencountered 20 clock cy-
cleswould be sufficient betweerevaluationgto countfitness,
swap a bit in the configurationstreamand perform the re-
quiredcontrol procedures At a very modestclock speedof
1MHz bothmoduleconfigurationgindividuals)in a genera-
tion could be evaluatedin Z:5%2 = 1.472 x 10~* seconds
and6793generationgouldbecompletedhersecondWith a
timeoutof 4.32Mgenerationshesimulatorgave lessthan11
minutesfor circuitsto repairfrom permanentiamage.
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Fig. 5: Reliability vs. time for TMR/Simplex (dashed), Jiggling
(solid) and Jiggling with every repair successful (dotted).

Oncer;; werecollected(Tablel), p;;, p; andP; werecal-
culated providing R(t) throughtheequationsn §2.6. Repair
timeswereshortrequiringon averageundertwo minutesof
simulatectime. 94 of the 104 evolutionarysearchestarting
from a misfunctionalconfigurationarrived at a healthyone

within the simulated11 minutes. In the 10 casesof unsuc-
cesful repairtherewas on averagel4 faults presentin the

moduleunderrepait Underthe stochastidault sourceand
tight time constraintsthe repairmechanisnexploited on av-
erageupto 78%of spareresources.

Figure5 comparegheresultingreliability of the Jiggling
systemagainsta TMR/Simplex approactwhosemodulesare
almost3 timessmaller Sincerepairtimesareeitherneces-
sarily low or oo dueto the 4.32M timeout, the repairclock
speeddoesnotinfluencereliability andtheanalysisonly de-
pendson the fault rate. The time scaleis in termsof AA
which is the local permanenfault arrival rate at ary mod-
ule in the Jiggling system. The fault rate at ary modulein

the TMR/Simplex systemis %. The meantime between

fault arrivals t=(AA)~! is marked togetherwith the 0.75,
0.9 and0.99 R(t) levels. With a AA of 1 fault a day the
TMR/Simplex systemhasa reliability lowerthan0.75aftera
weekyetthe Jiggling systemstill has0.99reliability after17
daysandis still abore 0.75upto a31 daymonth.With afault
rateof 1/t (meantime betweerarrivalst) theJigglingsystem
will be0.99reliableafter17¢, soafaultrateof 1 every6 years
would betoleratedfor 100yearswith 0.99probability.

3.1 Discussion

Thereliability of the Jigglingsystemstudiedin this paper
hasbeenskewed negatively by thefollowing factors.A fault
in oneof themodulesnotbeingrepaireddoesnotnecessarily
leadto systemfailure. Firstly, and speciallyrelevantwhen
sparecountexceedamissionlogic count,faultsmayarrive at
sparesof thesemodules. Secondly two moduleseachcar
rying a fault may produceerroneousutputsfor disjoint sets
of inputs(ie. they never producea falseoutputat the same
time). In this casetherels enoughinformationat the voter
outputto repairbothmoduleseturningto the healthy state.
Finally the 4.32M generatiorimit equateso underl1 min-
utesrepairtime at 1IMHz andunder0.66secondsat 1GHz of
repairtime andthusignoresa hugeamountof possibilities
for repaitr Sincepermanentlamagds mostlikely to happen
every 6 monthsat worst, the timeoutheavily skewed statis-
tics negatively. With anextremelyhigh permanenfault rate
of oneperdaytherewould betime to complete587M gener

ationsat 1Mhz within the meanfaultinterarrival time. Infor-
malinvestigationsuggesthatwith suchalimit, repairwould



succeedtnearlyevery opportunityandthe systemwouldre-
pair up to the numberof sparesavailable makingreliability
morelik e the dottedline in fig. 5. Thuseachspareaddedto
amodulewould lengthenits life by roughlythefaultinterar
rival time. Adding sparegyivesdiminishingreturnsbecause
of theincreasedarea,but it remainspossibleto computethe
numberof sparegequiredto provide adesiredreliability ata
specificpointin themission.

Thiswork assumethecircuit beingrepaireds beingused
for normaloperatiorandits inputis effectively randomisedt
every clock cycle. If thecircuit werenotin usethenit could
be suppliedinputsartificially, possiblyfrom the RNG or the
counter Thisis alsonecessaryf thefull setof inputvectors
is notfrequentlyencountereduringnormaloperation If the
normalmissioninput patternis notuniformly randomandits
characteristicareknown, thesecould be usedduring simu-
latedrepairto generatehe appropriateeliability figures.

Oncethe first permanentocal fault is repairedthrough
Jiggling, Lazy Scrubbing§2.1 mustbe disabledsinceoneof
the module configurationshaschanged. However transient
faultsto configuratiorbits couldstill berepairedhroughdig-
gling by a mutationhitting the configurationstreambit af-
fectedby the SEU. This could be acceleratedvith minimum
extra hardwareby usinga counterto flip eachbit in the con-
figurationstreamin turn, until the SEUwasundone.Further
studyis requiredto analyzethe repair statisticsundertran-
sientfaultscombinedwith permanentaultspotentiallydoing
away with theneedfor Scrubbingaltogether

This preliminary casestudy evaluatedthe Jiggling sys-
temrepairinga designsmallerthanitself andincreasingits
reliability. The high probability of repair beforesparesare
exhaustedsuggestshe method could be appliedto larger
benchmarks.Unpublishedrelatedexperimentssuggesthat
evolutionary algorithmsare capableof finding solutionsin
spacesislargeas2'°0%, althoughwith asignificantlylonger
searchtime. Giventhatthe averagerepairtime for the stud-
iedbenchmarks undertwo minutesandthatpermaneniocal
faultinterarrival time is likely to be over 6 months,a larger
benchmarlcould have repairtimesseveral ordersof magni-
tudelargerandstill achieve similarreliability figures.Eachof
the W fault sequencetestedfor repairingthe cm42abench-
marktook aboutl day on a 1.4GHzprocessar The amount
of processingoower requiredwill vary exponentially with
benchmarlsizedueto increasedgimulationtime per config-
urationandlongerevolutionarysearch.

As Jigglingis evaluatedfor largerbenchmarksandasthe
fault model usedis mademore realistic, the possibility of
usingreal hardwareis moreattractve. The Jiggling system
couldbeimplementedn a Xilinx FPGA subjectedo radia-
tion. Thiswould give usaccurateoverheadneasuresswell
asmoreaccurateeliability figuressinceall casesnentioned
above would be taken into accountin the real systemand
generationgouldbetruly performedat millions asecond.

4 Conclusion

The TMR+Lazy Scrubbing+Jigglingapproachto FPGA
transienandpermanentault mitigationhasbeenintroduced.
Lazy Scrubbingmitigates transientswith less power and
overheadhantraditionalScrubbinganddoesnotdependna
goldenmemorywith configurationdata.Jigglingself-repairs
a systemsubjectedo permanenfaultsrequiringno golden
memoryfor holding pre-compiledconfigurationsnor an ex-
ternalgoldenmicroprocessorThe Jiggling repairmoduleis
implementedn thesameFPGA andfor the casestudiedre-

quiresb00storagebits, 36 LUTs and29latches.Thisis small
enoughto beitself repairableby anotherJigglerthusremov-
ing all single pointsof failure, provided the architectures
extendedto sequentialcircuits. This repair modulewould
alsoservicemultiple systemsamortisingthe overhead.
Reliability analysisfor a small benchmarkshavs the
Jiggling systemusing 2.8 times the overheadper module
can survive with 0.99 probability: 17 times longerthana
TMR/Simplex approach. This analysistakes into account

both the stochasticnaturesof evolution and of the fault
source.lt is shovn how the numberof sparesn sucha sys-

temcanbeadaptedo reachdesiredreliability guaranteefor
specifictimesduringa mission.

A morethoroughevaluationof this architecturevould in-
volve larger benchmarksand more accuratestatistics. The
lattermaybeachiezedby alesspessimistigrobabilitymodel
andby allowing moretime for simulatedrepairs.As thesize
of benchmarksenderssimulationcost prohibitive, the Jig-
gling systemmay be implementednto a real FPGA allow-
ing amoreaccurateoverheadanalysisandits true evaluation
in the presenceof radiation. The reliability of Jiggling to
mitigatetransientaswell aspermanenfaultsshouldalsobe
studiedwith the possibility of doingaway with Scrubbing.

Furtherdevelopmentso the architectureare requiredto
allow repair of sequentiaimodules. The fithessevaluation
procedurefor sequentiakystemsis necessarilymore com-
plex, andremainsthe key areafor future work. For larger
benchmarksrouting restrictionsmay be introducedaswell
asamorecomprehensie fault model.
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