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As reported in “Report from Geneva” in Bulletin 58,
December 2002, the resumed Fifth Review Conference of
the states parties to the Biological and Toxin Weapons
Convention (BWC) agreed in November 2002 to hold a
series of three annual meetings of states parties to “discuss,
and promote common understanding and effective action
on” a set of topics.  Each meeting would be preceeded by a
two week meeting of experts.  This series of meetings has
become commonly known as the “New Process”.

The topics for the meetings to be held in 2003 are:

i.  The adoption of necessary, national measures to
implement the prohibitions set forth in the Convention,
including the enactment of penal legislation
ii.  National mechanisms to establish and maintain the
security and oversight of pathogenic microorganisms and
toxins

This article considers the second topic by considering the
types of security and oversight measures that states parties
should be able to provide as inputs to the experts meeting in
Geneva during 18 to 29 August 2003 and the subsequent
states parties meeting during 10 to 14 November 2003.

The Requirement for National Measures

Article IV of the BWC requires that

Each State Party to ... take any necessary measures to
prohibit and prevent the development, production,
stockpiling, acquisition or retention of the agents, toxins,
weapons, equipment and means of delivery specified in
Article I of the Convention, within the territory of such
State, under its jurisdiction or under its control anywhere."

This obliges each state party to ensure national
implementation of the prohibitions in the Convention in the
broadest possible terms, as the scope clauses at the end of
the Article spell out clearly.  In considering such national
measures, several aspects need to be considered:
• Adoption.  All states parties need to be seen to have

adopted effective measures and to be implementing those
measures.  There is all too little information as to what
measures have indeed been adopted by states parties.

• Implementation.  The national measures need to
implement the prohibitions of the Convention in Article
I — the basic prohibition; Article III — the obligation
not to transfer; and Article IV — the obligation to
prohibit and prevent.

• Effectiveness.  The national measures need to be
comprehensive — and be coextensive — with the
prohibitions in the Convention.  A failure to be
coextensive could leave a state party open to charges of
non-compliance.

• Applicability.  The national measures need to apply to all
with no exclusions.

• Penal legislation.  The national measures need to be
given teeth — so that those who do not comply can be

appropriately punished.  Given the overlap between the
BWC and the Chemical Weapons Convention in the
toxin and mid-spectrum region, there is much to be
argued for the national measures for the BWC being
enforced by penal legislation which is required for the
implementation of the Chemical Weapons Convention.

Such national measures to implement the prohibitions in the
BWC are complemented by national measures adopted to
enhance security, health and safety and to protect the
environment.  These complementary measures include:
• Containment and operating procedures for pathogens

and toxins.
• Control of access to pathogens and toxins.
• Control of transfers both nationally and internationally.
• Control of genetic modification in regard to both

contained use and deliberate release.
The effectiveness of such measures are enhanced through

effective oversight.  Oversight also needs to be taken into
account in considering what work should be carried out and
what information should be made publicly available:
• Oversight of national legislation and regulations.

Attention needs to be given to how the national
legislation and regulations are made widely known and
implemented effectively.

• Oversight of the nature and purpose of proposed work.
Those who are responsible for the approval of proposed
work need to be aware of the prohibitions and regulations
and need to evaluate whether the proposed work should
indeed be carried out.  Whilst there is oversight of the
safety consequences of proposed work involving genetic
modification this generally does not extend to the
purpose of the work.

• Oversight of publicly available information.  Attention is
being given to whether certain information, which might
be misused by States non-compliant with the BWC or by
sub-national groups or individuals who wish to use
biological agents or toxins for prohibited purposes,
should be made publicly available.  This parallels in
some respects the problem of export controls on
intangible technology related to weapons of mass
destruction.  Both of these trends towards constraint and
control of information in the public domain are contrary
to the trend for more information to be made publicly
available, especially in the life sciences and genetic
manipulation area, because of public concerns.
Subsequent sections of this article first address the

complementary elements to enhance security, health and
safety, and protection of the environment using national and
regional examples and then go on to address the oversight
of pathogens and toxins.

National Measures to Implement the Convention

States parties undertake to implement the prohibitions set
out in the Convention.  In the United Kingdom, this was
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achieved by the Biological Weapons Act 1974,1 which sets
out that:

No person shall develop, produce, stockpile, acquire or
retain—
(a) any biological agent or toxin of a type and in a quantity
that has no justification for prophylactic, protective or other
peaceful purposes; or
(b) any weapon, equipment, or means of delivery designed
to use biological agents or toxins for hostile purposes or in
armed conflict.

It goes on to define biological agent and toxin by stating:

‘biological agent’ means any microbial or other biological
agent; and ‘toxin’ means any toxin, whatever its origin or
method of production

 and then sets out the penalty that:

Any person contravening this section shall be guilty of an
offence and shall, on conviction on indictment, be liable to
imprisonment for life.

The language used in the UK Biological Weapons Act
very closely parallels that in Article I of the Convention.

In regard to the UK implementation of the prohibitions
in Article III of the Convention, a new legislative framework
for the control of strategic goods and technology has recently
been adopted with the enactment of the Export Control Act
2002 for which secondary legislation is currently being
introduced.  This will include new controls on:
• the electronic transfer abroad of military technology;
• the transfer by any means of technology related to

weapons of mass destruction (WMD); and
• the provision of WMD related technical assistance.

The new control on the transfer, by any means, of WMD
related technology supplements existing end-use controls on
the physical export of goods and technology and the
electronic transfer of technology contained in the EC
Regulation on dual use items and technology (often called
the “Dual Use Regulation” — Council Regulation (EC) No.
1334/2000 of 22 June 2000).2  Transfer by any means
includes face-to-face communication, personal
demonstration or dissemination of written material.
However, the communication of information that is in the
public domain, or the placing of this information into the
public domain is not covered by this control.  These new
controls implement a European Joint Action of 22 June 2000
(2000/401/CFSP).  It should, however, be noted that the
WMD end-use controls under the EC Dual Use Regulation
are all-embracing and apply to physical and electronic
transfers of technology as well as to export of goods.  There
are no exemptions for information in the public domain or
for basic scientific researchwith respect to end-use control.

Although the BWC has been in force since 1975 and
currently has 146 states parties and another 17 signatory
states, there is little if any basis for assuming that there is
widespread adoption and implementation of national
measures by states parties.  The experience in regard to the
implementation of the Chemical Weapons Convention
through national measures is not encouraging even though
that Convention contains far more explicit requirements for
national measures and the Legal Adviser’s Office of the
Technical Secretariat has being extremely active in
providing assistance to states parties to enact the necessary

legislation.  Five years after entry into force, only 42 states
parties (28%) have legislation covering all key areas.  For
108 states parties there is either no legislation in place, or
gaps in legislation, or an unknown legislative situation3.  It
is strongly recommended that all states parties provide
information and copies of their legislation, regulations and
other measures relevant to BWC national implementation to
the Secretariat in Geneva prior to the experts meeting in
August, as has been requested by the Chairman of the
meetings in 2003.

National Measures for Health and Safety

States have long had measures to protect the health and
safety of people as well as measures to protect the health of
animals and plants.  In the United Kingdom, the basic
provisions for health and safety of people are provided by
the Health and Safety at Work Act 1974 which is:

to make further provision for securing the health, safety and
welfare of persons at work, for protecting others against
risks to health or safety in connection with the activities of
persons at work, for controlling the keeping and use and
preventing the unlawful acquisition, possession and use of
dangerous substances...

A key element in the implementation of the Health and
Safety at Work Act is the Control of Substances Hazardous
to Health Regulations 2002 (SI 2002/2677)4 which are
intended to protect both workers and others who may be
exposed from work activities from the risks of hazardous
substances. In the context of the Regulations, hazardous
substances are anything that can harm health if not
adequately controlled.  Consequently, all pathogens and
toxins are covered by these regulations.

The 2002 COSHH Regulations define “substance
hazardous to health” as including a substance “which is a
biological agent”; and defines biological agent as:

a micro-organism, cell culture or human endo-parasite,
whether or not genetically modified, which may cause
infection, allergy, toxicity or otherwise create a hazard to
human health.

The basic approach in regard to substances hazardous to
health, including biological agents,  adopted in the COSHH
Regulations comprises the following elements:
• assessment of risk to health created by work involving

substances hazardous to health;
• prevention or control of exposure to substances

hazardous to health;
• use of control measures, etc;
• maintainance, examination and testing of control

measures;
• monitoring of exposure at the workplace;
• health surveillance;
• information, instruction and training for persons who

may be exposed to substances hazardous to health; and
• arrangements to deal with accidents, incidents and

emergencies;
Additional requirements apply to work with biological

agents including:
• classification of biological agents;
• special control measures for laboratories, animal rooms

and industrial processes;
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• list of employees exposed to certain biological agents (in
group 3 and group 4);

• notification of the use of biological agents (in groups 2,
3 and 4); and

• notification of the consignment of biological agents (in
group 4);

In summary, the UK regulations require biological agents to
be categorised, for containment provisions including access
and safe storage, for lists to be kept of employees exposed
to agents in Group 3 or 4, notification of first use of agents
in Groups 2, 3 and 4, and notifications of consignments of
agents in Group 4.

Animal Pathogens

Different regulations apply in the UK in regard to animal
and plant pathogens where the aim is to protect livestock and
plants in the UK from disease.  The Specified Animal
Pathogens Order 1998 (SI 1998/463) which entered into
force on 1 April 1998 prohibits any person in Great Britain
(separate but similar arrangements apply in Northern
Ireland) from having in his possession any specified animal
pathogen or any carrier in which he knows such a pathogen
is present except under the authority of a licence issued in
writing by the appropriate Minister.  The specified animal
pathogens are those organisms listed in the Order causing
serious epidemic diseases of farm livestock.  Laboratories
holding and working with specified animal pathogens are
subject to inspection to ensure that the containment
conditions meet the requirements for the category of
pathogen being held.  Such inspections will be made prior
to a licence being issued for the specified animal pathogen.
These are categorized according to the risk that they pose to
livestock and the environment.  These categories are not
complementary to the hazard groups for human pathogens
which are for the protection of employees as the animal
pathogen categories are for the purpose of protecting animal
health from escapes of organisms from a laboratory and not
protection of workers in that laboratory.

Plant Pathogens

The aim of British legislation is to prevent the importation
into Great Britain of any plant pathogen or pest that is not
already established in Great Britain (again, separate but
similar arrangements apply in Northern Ireland). Controls
that apply to the import, movement, and keeping of plants,
plant pests and other material such as soil are laid down in
the Plant Health (Great Britain) Order 1993 (SI 1993/1320)
which entered into force on 1 June 1993 and prohibits the
importing into Great Britain from a third country any
infected plants or plant pests.  Plant pests are defined as:

pests of and harmful organisms liable to infect plants or
plant products which belong to the animal or plant
kingdoms, or which are viruses, mycoplasmas or other
pathogens and includes genetically modified plant pests.

The controlled pathogens and pests may only be imported
into Great Britain for experimental purposes under a licence
issued by the appropriate Minister.

The Order also requires that an official register be kept
containing the name and address of each business, individual

or other organization which applies for registration. Such
organizations on the register are required to keep records and
these are to be inspected at least once in each calendar year.
It is also made clear that although licensed material may be
provided to persons or organizations within Great Britain
who hold a relevant DEFRA (Department of the
Environment, Food and Rural Affairs) licence, such material
must not be made available to other persons or organizations
without written agreement from the Plant Health Division
for DEFRA who will make arrangements for the issue of
phytosanitary certificates or plant passports or for
endorsement of letters of authority.

National Measures to Control Access to
Biological Agents and Toxins

Additional requirements addressing the security of
biological agents were enacted in the United Kingdom in the
Anti-Terrorism, Crime and Security Act 2001 which
includes as Part 7 “Security of Pathogens and Toxins”.  This
includes the following elements:
• duty to provide notification before keeping or using any

dangerous substance;
• power to require information about security of dangerous

substances;
• power to require information about persons with access

to dangerous substances;
• duty to comply with security directions;
• duty to dispose of dangerous substances; and
• denial of access to dangerous substances;

Part 7 sets out the pathogens and toxins to which these
requirements apply as being those pathogens and toxins
listed in Schedule 5 to the Act and includes provision for the
Secretary of State to add any pathogen or toxin to that
Schedule if he is satisfied that the pathogen or toxin is
capable of endangering life or causing serious harm to
human health.  The term “dangerous substance” is defined
as meaning anything which consists of or includes a
substance for the time being mentioned in Schedule 5 as well
as anything which is infected with or otherwise carries any
such substance.

The Act also includes the power to extend the
requirements to animal or plant pathogens, pests or toxic
chemicals.  This extension may be exercised in relation to
any pathogen or pest only if the Secretary of State is satisfied
that there is a risk that the pathogen or pest is of a description
that could be used to cause:
• widespread damage to property;
• significant disruption to the public; or
• significant alarm to the public.

In respect of chemicals, this extension may be exercised
in relation to any chemical only if the Secretary of State is
satisfied that the chemical is capable of endangering life or
causing serious harm to human health.

National Measures to Control Genetic
Modification

Examples of regulatory measures relating to genetic
modification in the UK are the Genetically Modified
Organisms (Contained Use) Regulations 2000 (SI
2000/2831) in force from 15 November 2000 and the
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Genetically Modified Organisms (Deliberate Release)
Regulations 2002 (SI 2002/2443) in force from 17 October
2002.  These Regulations implement in the UK the
corresponding EC Directives 98/81/EC and 2001/18/EC.

The Contained Use Regulations set out the requirements
for risk assessment and notification of activities involving
genetic modification which include:
• notification of the intention to use premises for the first

time for activities involving genetic modification;
• notification of class 2 activities involving genetic

modification of micro-organisms;
• notification of class 3 or 4 activities involving genetic

modification of micro-organisms;
as well as requirements for conduct of activities involving
genetic modification which includes containment and
control measures for activities involving genetic
modification of micro-organisms.

The Regulations also require the establishment of a
genetic modification safety committee (GMSC) which is
required to review and advise on risk assessments made in
accordance with the regulation.  The regulation does not
detail the composition or function of a GMSC but states that
it should ideally be constituted to represent both managers
and employees, with its members being representative of all
people having access to the genetic modification facilities or
who might otherwise be exposed to such work.  Guidance
is, however, provided on the experience and knowledge of
members of such a GMSC and on its possible constitution
and functions.

In addition, the Regulations require that emergency plans
shall be prepared where, as a result of any reasonably
foreseeable accident, either the “health and safety of persons
outside the premises in which an activity involving genetic
modification is carried on is liable to be seriously affected”
or there is a “risk of serious damage to the environment”.

The notification of the intention to use premises for the
first time in activities involving genetic modification
requires that no such use shall take place until an
acknowledgement has been received from the competent
authority of the notification.5  In regard to notifications to
carry out class 2 activities, an acknowledgement is required
from the competent authority, whilst in respect of
notifications to carry out class 3 or 4 activities, prior written
consent is required from the competent authority.

The Regulations also require that a register be maintained
of genetic modification activities which shall be open for
inspection by members of the public.  Provisions are
included for the exclusion of certain information regarded
as confidential from this register.  In addition, an amendment
to the regulations — the Genetically Modified Organisms
(Contained Use) (Amendment) Regulations 2002 (SI
2002/63) — which entered into force on 8 February 2002,
provides for information to be made confidential in the
interests of national security and thus excluded from the
public register.

Oversight of National Legislation and Regulations

The effectiveness of national legislation and regulations
requires that these are both widely known in the relevant
community and implemented effectively.  Furthermore,

they need to be reviewed periodically to ensure that they
continue to be comprehensive and effective.

National Legislation to Implement the BWC

Insofar as such national legislation is concerned, successive
Review Conferences have in the Article IV section of their
Final Declarations included language urging:

Inclusion in textbooks and in medical, scientific and military
education programmes of information dealing with the
prohibitions and provisions contained in the Biological and
Toxin Weapons Convention and the Geneva Protocol of
1925.

However, it is far from clear as to what concrete action states
parties have taken to implement these measures.  It is
unfortunately all too often the situation even in developed
countries that students in universities are unaware of the
BWC and its prohibitions or of national legislation to
implement the Convention.  There is little evidence that
medical, scientific or military education programmes even
in developed countries include information about the
prohibitions and provisions of the Convention apart from in
specialised courses for those interested in international
relations, security and arms control.

National Measures for Health and Safety

The situation in respect of awareness and implementation of
national measures for health and safety is much more
satisfactory.  This is because the importance of health and
safety has been successfully embedded into the national
functioning of laboratories and facilities — with public and
media attention being given to prosecutions of those who fail
to meet the required health and safety standards.
Furthermore, the inspectors of the national health and safety
agency — in the United Kingdom, the Health and Safety
Executive — carry out regular inspections of all facilities —
and have the power, should inadequate health and safety
standards be encountered, to issue orders requiring that work
in those facilities stops until the health and safety standards
have been improved to the satisfaction of the HSE
inspectors.

In regard to dangerous pathogens, the United Kingdom
has established an Advisory Committee on Dangerous
Pathogens (ACDP) whose terms of reference (available via
http:// www.doh. gov.uk/acdp) are:

To advise the Health and Safety Commission, the Health
and Safety Executive, Health and Agriculture Ministers, and
their counterparts under devolution in Scotland, Wales and
Northern Ireland, as required, on all aspects of hazards and
risks to workers and others from exposure to pathogens.

The Advisory Committee enables the UK Government
to draw upon expert scientific knowledge and thereby ensure
that new controls and regulations are soundly based and will
be effective.  Agendas for the ACDP meetings are posted on
the web and are annotated after the meetings to give an
indication of the outcome.  Information about the work of
the ACDP and the latest information on pathogens is
published in the Biological Agents Bulletin (available via
http:// www.doh. gov.uk/acdp).
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National Measures to Control Genetic Modification

The situation in respect of awareness and implementation of
national measures for genetic modification is similar to that
for national measures for health and safety.  This is again
because the importance of evaluating the risks to health and
safety prior to carrying out genetic modification has been
successfully embedded into the national functioning of
laboratories and facilities.  Furthermore, the inspectors of
the national health and safety agency — in the United
Kingdom, the HSE — carry out regular inspections of
facilities engaged in genetic modification as well as giving
prior approval of proposed work — and have the power,
should inadequate health and safety standards be
encountered, to issue orders requiring that work in those
facilities stops until the health and safety standards have
been improved to the satisfaction of the HSE inspectors.

In regard to genetic modification, the United Kingdom
has established an Advisory Committee on Genetic
Modification (ACGM) whose terms of reference (available
via http:// www.hse.gov.uk/aboutus/hsc/iacs/acgm) are:

To advise the Health and Safety Commission and Executive
and the Secretary of State for the Environment, and other
Ministers and bodies, as appropriate, on all aspects of the
human and environmental safety of the contained use of
genetically modified organisms.

The ACGM also has a Technical Subcommittee which
provides specialised advice to the ACGM on all aspects of
the human and environmental safety of the contained use of
genetically modified organisms.  It advises on the individual
activities notified under the GMOs (Contained Use)
Regulations and develops and maintains the ACGM
Compendium of Guidance.  The Advisory Committee
enables the UK Government to draw upon expert scientific
knowledge and thereby ensure that new controls and
regulations are soundly based and will be effective.

A second committee addresses releases to the
environment.  The Advisory Committee on Releases to the
Environment (ACRE) provides advice to the government on
the release and marketing of genetically modified organisms
within the legislative framework of the UK Environmental
Protection Act 1990 and the UK GMO Deliberate Release
Regulations 2002 which together implement the European
Community Directive 2001/18/EC.  The agendas and the
minutes of meetings are posted on the web (available via
http://www.defra.gov.uk/environment/acre) and their
annual reports and advice on specific cases are also posted.

Oversight of the nature of work and of proposed
work

Although there is oversight of proposed work in relation to
biological agents, this is entirely focused on the risks from
such work to health and safety and not on whether it is
appropriate that such work should be carried out.  The
scrutiny of proposed work becomes more intense when
genetic modification is concerned and particularly when
deliberate releases or marketing are being addressed.
However, in all these cases the scrutiny is primarily on the
risks posed to health and safety and to the environment by
the proposed work.  It is, however, true that in regard to

deliberate releases of genetically modified organisms there
is more intense debate about all aspects of the proposed
release including why the proposed release should take
place.  The availability of information on the deliberations
of the various advisory committees becomes the greater as
one moves from work in relation to biological agents through
the contained use of genetic modification and to deliberate
releases of genetic modified organisms.  This increased
scrutiny and availability of information reflects public
awareness and concern, which is currently greatest
regarding deliberate releases and least about work with
biological agents.

The University of Maryland project on Controlling
Dangerous Pathogens6 in reviewing oversight notes the
security provisions of the Biological and Toxin Weapons
Convention internationally and then recognises that some of
the most significant environmental and public health-related
controls on pathogens can be found in the European Union.
It goes on to consider other oversight provisions in the UK
such as those for pathogens and for genetic modification.  It
notes that the UK has even more extensive oversight
arrangements for activities involving animals.  These more
extensive oversight arrangements reflect public awareness
and concern about the use of animals in scientific
procedures.  The UK legislation relating to activities
involving animals is the Animals (Scientific Procedures) Act
1986 which is described on the Home Office website as
being widely viewed as the most rigorous piece of legislation
of its type in the world.  This puts into effect, and in some
areas exceeds, the requirements of the European Union
Directive 86/609/EEC.  The Act recognises that scientific
procedures using animals can only be permitted when the
benefits that the work is likely to bring (to man, other animals
or the environment) outweigh any pain and distress that the
animals may experience and where there is no alternative.

The Act implements a three level licensing system under
which:
• those carrying out procedures must hold personal

licences, which ensures that those doing the work are
qualified and suitable;

• the programme of work must be authorised in a project
licence; and

• the work must also normally take place in a designated
user establishment although in specific circumstances,
such as a field trial, work can be carried out elsewhere
with the Home Secretary’s authority.
No work involving animals can take place without prior

licensing by the Home Secretary which will often involve a
visit by an Animals (Scientific Procedures) Inspector from
the Home Office.  Furthermore, the 1986 Act requires that
there is also an independent body, the Animal Procedures
Committee (APC) whose terms of reference (available at
http://www.apc.gov.uk) are:

 To advise the Secretary of State on such matters concerned
with the Act and his functions under it as the Committee
may determine or as may be referred to the Committee by
the Secretary of State.

In other words, its role is to advise the Home Secretary
on matters concerned with the Act and his functions under
it, relating to any experimental or other scientific procedure
applied to a protected animal and also to examine other
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related subjects that the Committee considers worthy of
further study.  The APC currently has 21 members including
the Chairman.

In 1998, the Home Secretary decided that an ethical
review process should be established and maintained in each
designated user establishment within which animal
procedures are carried out.  From 1 April 1999, the
requirement for a local ethical review process would be a
standard condition for every designated user and
breeding/supplying establishment.  The aims of this process
are stated by the Home Office as:

3.1.  To provide independent ethical advice to the certificate
holder, particularly with respect to project licence
applications and standards of animal care and welfare.

3.2.  To provide support to named people and advice to
licensees regarding animal welfare and ethical issues arising
from their work.

3.3.  To promote the use of ethical analysis to increase
awareness of animal welfare issues and develop initiatives
leading to the widest possible application of the 3Rs
[possibilities for reduction, refinement and replacement].7

It is furthermore emphasised that commonly, there
should be a promotional role, seeking to educate users (in
applying the 3Rs) and non-users (by explaining why and
how animals are used), as appropriate. There should be some
formal output from the ethical review process for staff and
colleagues in the establishment, made as widely available as
security and commercial/intellectual confidentiality allow.

Supplementary notes on the ethical review process were
issued by the Home Office Chief Inspector in December
20008.  It is made clear that the requirement is for a process
rather than for an event or a committee because the process
should be activated when work is at the concept stage, it
should inform the planning process, continue once the work
is in progress, and reflect upon the lessons learned when the
work has been completed.  The named veterinary surgeon
and the named animal care and welfare officer are expected
to be involved in the process as are representatives of
personal and project licence holders.  In addition, where
possible there should also be input from those who do not
have responsibilities under the 1986 Act.  It is also strongly
recommended that, where possible, an external lay member
should take part in the ethical review process.  A review of
the Ethical Review Process was carried out in November
2001 by the Animals (Scientific Procedures) Inspectorate
which concluded that the process should be seen as an
evolving one and that those involved in ERPs should be
made aware of ‘best practice’.

Analysis

It is thus apparent that, in the UK, animal scientific
procedures are highly regulated with the requirement for the
individual to be licensed as being competent to carry out the
work, the specific project licensed and the establishment in
which the project is carried out also licensed.  There is also
a requirement that any proposed project shall have been
subjected to an ethical review process.  This highly regulated
process has emerged largely because of public concerns
about the use of animals in scientific procedures.  It is for
consideration whether the dangers posed by the misuse of

pathogenic microorganisms and toxins — and their
expression in public concerns about bioterrorism — merit
consideration of a similar highly regulated framework.
There is much to be said for an ethical review process for
work on pathogenic microorganisms and toxins in which the
possible risks are balanced against the potential benefits —
a risk benefit analysis which is likely to be required in any
event for health and safety and environmental reasons —
together with an ethical review in which risks to security,
including compliance with the BWC, and safety should be
addressed.

Oversight of Publicly Available Information

Recently, following the attacks of 11 September 2001 and
the subsequent anthrax letters in the United States, attention
is being given to whether certain information, which might
be misused by states non-compliant with the BWC or by
sub-national groups or individuals who wish to use
biological agents or toxins for prohibited purposes, should
be made publicly available.  This parallels in several
respects the recent moves towards the control of the transfer
of information which might assist a state seeking to acquire
biological or toxin weapons which have resulted in several
states bringing in controls on the transfer of intangible
technology.  Such considerations as to whether publicly
available information should be limited are contrary to the
general trend over the past decade or more which has been
towards making more and more information publicly
available — especially in the life sciences and in the area of
genetic modification in order to reassure public concerns
about the risks associated with such work.

Scientific Openness and National Security

The United States National Academy of Sciences held a
workshop9 in Washington, D.C., on 9 January 2003 intended
to stimulate consideration of the pivotal role of scientific
communication in today’s society and the ethical
responsibility to prevent misuse of published scientific
information.  Three particular questions were posed:10

a.  Should there be restrictions on publication, or other
dissemination of biomedical research results — even when
the research is not classified and if so, what criteria should
be used and who should decide?

b.  Should some aspects of biotechnological research be
withheld from publication, such as methods sections or
genome sequences, and should publishers agree to publish
papers with details omitted?

c.  Should we manage access to scientific information and
if so, who should be responsible for controlling that access?

In the opening session, the Director of the White House
Office of Science and Technology Policy pointed out that
modern biotechnology has two aspects — first the
determination of molecular codes and structures and their
significance to the organism, and second, the technical
procedures used to produce novel organisms based on this
knowledge.11  The first, discovery activity on which the
whole field depends for its advance is the one that is the most
technically difficult to acquire, whilst the second, the
applications phase is easier.  He went on to say that the
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current US national policy is that in National Security
Decision Directive 189 issued by President Ronald Reagan
on 21 September 1985 which states that:

It is the policy of this Administration that, to the maximum
extent possible, the products of fundamental research
remain unrestricted

and

where the national security requires control the mechanism
for control of information generated during federally funded
research ... is classification.

Furthermore, the policy states that:

No restrictions may be placed upon the conduct or reporting
of federally funded fundamental research that has not
received national security classification, except as provided
in applicable U.S. Statutes.

The following day, 10 January, saw a meeting by a group
of editors in the life sciences to discuss the issues with
specific reference to the scientific publication process.  A
statement emerged from that meeting which has been widely
published.12  This states that:

Fundamental is a view, shared by nearly all, that there is
information that, although we cannot now capture it with
lists and definitions, presents enough risk of use by terrorists
that it should not be published.

A number of agreed statements were included:

First:  The scientific information published in
peer-reviewed research journals carries special status, and
confers unique responsibilities on editors and authors.  We
must protect the integrity of the scientific process by
publishing manuscripts of high quality, in sufficient detail
to permit reproducibility.  Without independent verification
— a requirement for scientific progress — we can neither
advance biomedical research nor provide the knowledge
base for building strong biodefence systems.

Second:  We recognize that the prospect of bioterrorism has
raised legitimate concerns about the potential abuse of
published information, but also recognize that research in
the very same field will be critical to society in meeting the
challenges of defence.  We are committed to dealing
responsibly and effectively with safety and security issues
that may be raised by papers submitted for publication, and
to increasing our capacity to identify such issues as they
arise.

Third:  Scientists and their journals should consider the
appropriate level and design of processes to accomplish
effective review of papers that raise such security issues.
Journals in disciplines that have attracted numbers of such
papers have already devised procedures that might be
employed as models in considering process design.  Some
of us represent some of these journals; others among us are
committed to the timely implementation of such processes,
about which we will notify our readers and authors.

Fourth:  We recognize that on occasions an editor may
conclude that the potential harm of publication outweighs
the potential societal benefits.  Under such circumstances,
the paper should be modified or not published.  Scientific
information is also communicated by other means:
seminars, meetings, electronic posting, etc.  Journals and
scientific societies can play an important role in
encouraging investigators to communicate results of

research in ways that maximize public benefits and
minimize risks of misuse.

In the absence of further detail on precisely how such
screening can and will be carried out, it is difficult to assess
the effectiveness of the proposed procedures.

Intangible Technology Transfer

As mentioned earlier, new controls are being introduced
within the European Union on:
• the electronic transfer abroad of military technology;
• the transfer by any means of technology related to

weapons of mass destruction (WMD); and
• the provision of WMD related technical assistance.

These new controls on the transfer, by any means, of
WMD related technology supplements the existing end-use
controls on the physical export of goods and technology and
the electronic transfer of technology contained in the EC
Dual Use Regulation.  Transfer by any means includes
face-to-face communication, personal demonstration or
dissemination of written material. Furthermore, in Article 2
of the Regulation, “export” is defined as meaning:

transmission of software or technology by electronic media,
fax or telephone to a destination outside the Community;
this applies to oral transmission of technology by telephone
only where the technology is contained in a document the
relevant part of which is read out over the telephone, or is
described over the telephone in such a way as to achieve
substantially the same result.

The European Joint Action of 22 June 2000 requires the
export control system within the Community to cover:

technical assistance including oral transfers of technology
required to be controlled by the international export control
regimes, bodies and treaties for weapons of mass
destruction.

It is made clear in Article 4 of the Joint Action that “technical
assistance” does not apply:

where it takes the form of transferring information that is
“in the public domain” or “basic scientific research” as these
terms are respectively defined in the international export
control regimes, bodies and treaties.

In the UK implementation of the Joint Action, it is made
clear that “in the public domain” is defined as:

available without restriction upon further dissemination (no
account being taken of restrictions arising solely from
copyright)

and “basic scientific research” is defined as:

experimental or theoretical work undertaken principally to
acquire new knowledge of the fundamental principles of
phenomena or observable facts, not primarily directed
towards a specific practical aim of objective.

It should, however, be noted that the WMD end-use
controls under the EC Dual Use Regulation are
all-embracing and apply to physical and electronic transfers
of technology as well as to export of goods.  There are no
exemptions for information in the public domain or for basic
scientific research with respect to end-use control since all
European Member States have agreed that deliberately to
send to a known WMD proliferator even a published book
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or article which might be of use to that WMD programme
should require a licence.13

Publicly Available Information on Genetic
Modification

In contrast to the measures thus far described which seek to
control and restrain information, there are moves in the
opposite direction to meet public concerns and anxieties
about genetic modification that seek to assure the provision
of information to the public.  The Earth Summit at Rio de
Janeiro in 1992 included agreement of the Rio Declaration
on Environment and Development14 which contained
Principle 10:

Environmental issues are best handled with the participation
of all concerned citizens, at the relevant level.  At the
national level, each individual shall have appropriate access
to information concerning the environment that is held by
the public authorities, including information on hazardous
materials and activities in their communities, and the
opportunity to participate in decision-making processes.
States shall facilitate and encourage public access and
participation by making information widely available.
Effective access to judicial and administrative proceedings,
including redress and remedy, shall be provided.

In Europe, Principle 10 has been elaborated in the United
Nations Economic Commission for Europe (UNECE)
Convention on Access to Information, Public Participation
in Decision-Making and Access to Justice in Environmental
Matters,15 which was adopted on 25 June 1998 in Aarhus,
Denmark — and is known as the Aarhus Convention — at
the Fourth Ministerial Conference in the “Environment for
Europe” process.

The Convention sets out its objective in Article 1 as being
that:

each Party shall guarantee the rights of access to
information, public participation in decision-making, and
access to justice in environmental matters in accordance
with the provisions of this Convention.

Article 5 on Collection and Dissemination of Environmental
Information includes the following:

Each Party shall ensure that:...
(c) In the event of any imminent threat to human health or
the environment, whether caused by human activities or due
to natural causes, all information which could enable the
public to take measures to prevent or mitigate harm arising
from the threat and is held by a public authority is
disseminated immediately and without delay to members of
the public who may be affected.  [Emphasis added]

Article 6 on Public Participation in Decisions on Specific
Activities includes the provision that:

11.  Each State Party shall, within the framework of its
national law, apply, to the extent feasible and appropriate,
provisions of this article on decisions on whether to permit
the deliberate release of genetically modified organisms into
the environment.

The Aarhus Convention which required ratification by
16 states for entry into force entered into force on 30 October
2001.  In June 2003, it currently has 24 states parties and a
further 20 signatory states.16  In June 1998 when the Aarhus

Convention was adopted, the signatories agreed the
following:17

Recognize the importance of the application of the
provisions of the Convention to deliberate releases of
genetically modified organisms into the environment, and
request the Parties, at their first meeting to further develop
the application of the Convention by means of inter alia
more precise provisions, taking into account the work done
under the Convention on Biological Diversity which is
developing a protocol on biosafety.

This led to the establishment of a task force on genetically
modified organisms (GMOs) to summarise the experience
of implementing the provisions of Article 6, Paragraph 11
(reproduced above) and to make recommendations for
further action.  The task force met twice in 2000 and reported
to the second meeting of the signatories which decided that
an Intergovernmental Working Group should be established
to continue the work of the task force.  This Working Group
has followed a two track approach, one legally-binding and
the other non-legally-binding.  At its third meeting on 17–19
June 2002, the Working Group finalized work on a draft
decision on GMOs as well as draft guidelines on access to
information, public participation and access to justice with
respect to genetically modified organisms. 

The first meeting of the States Parties to the Aarhus
Convention, in Lucca, Italy on 21–23 October 2002, adopted
the decision on GMOs18 as well as the guidelines without
amendments.  The decision established a further

Working Group on Genetically Modified Organisms to
examine and build upon the preparatory work undertaken ...
regarding possible legally binding options, including a draft
amendment of the Convention.

The first meeting of that Working Group took place in
Geneva on 9–11 April 2003.  The guideline include among
their objectives:

c.  Encourage the development of a common approach to
access to information, public participation and access to
justice with respect to GMOs, including on GMO matters
which are not explicitly referred to in the Convention.

and go on to state that:

The Guidelines provide a non-legally binding and voluntary
framework and should be used as examples of good practice.

In regard to the scope of public participation in decision
making on specific activities with GMOs, the guidelines
state:

It is recommended that, in principle, public participation
should be provided for in decision-making procedures in all
three areas of GMO application, and adapted to the specific
requirements of these decision-making procedures and uses:

a.  Deliberate use;

b.  Placing on the market;

c.  Contained use.

It is recommended that public participation should be
provided for as appropriate in the following procedures:

a.  First-time deliberate release into the environment of
GMOs in any new location; ...

d. ... the contained use of GMOs in a specific installation
where in the event of an accident there would be a risk of
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serious damage to the environment and/or human health and
therefore suitable contingency plans are foreseen.

The Guidelines also set out in Annex III the information
recommended to be available within a public participation
process as including:
• a general description of the GMOs;
• the name and address of the notifier or applicant;
• the purpose of the proposed activity with the GMOs;
• experience gained with deliberate release into the

environment of certain GMOs;
• location of the site where the proposed deliberate release

of the GMOs into the environment will take place;
• a description of any emergency response plan; and
• the location of the facility where the contained use of

GMOs under the scope of this chapter of the Guidelines
will take place, and a description of the specific
containment measures ...; a description of any emergency
response plan and the possibility for its implementation.

Conclusions

It may thus be concluded that all states parties will have a
significant contribution to make to the experts meeting this
coming August and to the subsequent states parties meeting
through the sharing of their national experience, legislation
and regulations relating to the implementation of the BWC,
to national measures to protect health and safety from
pathogenic microorganisms and toxins, and to national
measures to protect health and the environment from
genetically modified organisms.  They will also have
contributions to make from sharing national experience
regarding the oversight of such legislation and regulations,
of the work involving pathogenic microorganisms and
toxins, and of genetic modification as well as the provision
of publicly available information.

This article has shown that there are several relevant
Europe-wide regulations and directives relating to many
aspects of the security and oversight of pathogenic
microorganisms and toxins that will apply not only within
the 15 member states of the European Union but also in the
10 additional countries that are set to join on 1 May 2004.
Although less attention is paid specifically to toxins, other
than as toxic chemicals, than to pathogenic organisms, and
there is less oversight or prior approval of work involving
pathogenic microorganisms and toxins than there is of work
involving genetically-modified organisms, the European
framework should nevertheless provide a sound basis for the
multilateral consideration of the security and oversight of
pathogenic microorganisms and toxins and the identification
by the experts and the states parties of best practice and of
which areas require further work — such as oversight and
prior approval of work with pathogenic microorganisms and
oversight and constraint of publicly available information —
and what balance needs to be struck given the increasing
trend to making more information publicly available,
especially in the life sciences, in order to assuage public
concerns.

It is considered that all states parties have a real
opportunity to move forward decisively by carrying out a
similar survey nationally to that provided in this article and
submitting this prior to the meeting of experts on 18 to 29
August or at the very least bringing such a national survey

with them to the experts meeting as background material to
be circulated to the other states parties.  There is also much
to be said for states parties presenting papers at the expert
meeting focused on the core principles and requirements
which might form the basis of common understandings and
effective action.  The experts could thus identify best
practice thereby providing a substantive and vital input to
the states parties meeting on 10–14 November.
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Developments in the Organization for the Prohibition of Chemical Weapons

The focus of events in The Hague during the period under
review, from late March to the end of June 2003, was without
doubt the First Special Session of the Conference of the
States Parties to Review the Operation of the Chemical
Weapons Convention, better known as the Review
Conference.  The Review Conference was held in The
Hague over the two week period spanning 28 April–9 May.
Late on 9 May, the Review Conference closed, having
adopted a Political Declaration and final report,
incorporating a Review Document.

During the period of that Review Conference, however,
states parties also met for a second Special Session of the
Conference of the States Parties, in order to adopt a decision
relating to implementation of the tenure policy of the
OPCW.  Members of the Executive Council met for the
thirty-third session of the Council during the last week of
June.

The OPCW continued to see its membership grow during
the period under review, with Timor Leste and Tonga both
acceding to the Chemical Weapons Convention in May.  At
the end of June, the CWC had 153 states parties.

First Review Conference

Of the (then) 151 states parties, 113 attended the Review
Conference, as did two signatory states (Haiti and Israel) and
two non states parties (Libya and Angola).   In addition, five
international organizations (the European Space Agency,
International Committee of the Red Cross (ICRC),
Permanent Court of Arbitration, CTBTO Preparatory
Commission and UNIDIR), 22 non-governmental
organizations (NGOs) and six industry associations were
approved to attend the Review Conference.  

An event which made a significant impact during the
Review Conference was the statement during the first
morning of General Debate by US Assistant Secretary of
State for Arms Control, Stephen Rademaker.  The United
States named three non-states parties, Syria, Libya and
North Korea, as countries pursuing offensive chemical
weapons programmes and gave details of the alleged

programmes. In addition, the US addressed compliance
concerns relating to states parties, stating that the US was
‘most troubled by the activities of Iran’ which they believed
‘continues to seek chemicals, production technology,
training, and expertise from abroad’, with stockpiles of
‘blister, blood and choking agents’ as well as having ‘made
some nerve agents’.  The US also stated that it was working
with Sudan to reconcile concerns.  This statement was
followed up by a press conference at the OPCW by Stephen
Rademaker.  

The statement provoked a reply by Iran later that morning
(in addition to its statement in General Debate), stating that
the American allegations were baseless and that, if there
were any concerns about non-compliance, the answer was
to use the ‘route drawn in the Convention’.  The statement
also referred to the US having enacted national legislation
‘clearly contrary to the Convention’ and stated that the US
and other countries which ‘equipped and helped Saddam’s
regime’ were to blame for Iran having been a victim of
chemical weapons.  Iran acknowledged that, during the last
phase of the war with Iraq, it had acquired ‘chemical
capabilities’, but stated that these facilities had been
destroyed under OPCW supervision. Following this
exchange, a major concern was whether it would jeopardise
any substantive outcome from the Review Conference or
whether the states parties would be able to reach consensus
on final documents.  

Preparations for the Review Conference As agreed
by the thirty-second session of the Executive Council in
March this year, the open-ended working group on prepara-
tions for the Review Conference continued its  informal
discussions up until the Review Conference, with the last
meeting taking place on 22 April.  

At the thirty-second session of the Council, the Chairman
of the Council, Ambassador Lionel Fernando of Sri Lanka,
had asked the Chairman of the open-ended working group,
Ambassador Davérède of Argentina, to report to the Review
Conference directly on the results of the working group’s
meetings.  Ambassador Davérède therefore submitted to the

June 2003 Page 15 CBWCB 60


